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K editor introduction

Carl Densem Steve Lindo
Editor, PRMIA Editor, PRMIA

Dan diBartolomeo returns as the capstone in August to tell us how pension funds and insurance companies
have turned into “shadow banks” in the US. What we think we know about the risks is understated,
including systemic risk, because of flaws in how risk is estimated for private credit funds. Dan previously
wrote in our August 2023 issue about “Why Banks Fail and What to Do About It.” We recorded a short
interview with Dan about his article, which you can watch on our public LinkedIn group.

Intelligent Risk continues to grow. We receive more submissions than ever and we’re looking for your
help to expand our offerings. Please contribute to the GoFundMe, which we recently launched to fund
improvements in the content's reach and accessibility while maintaining the publication's professional
standards and design quality. The generosity of Intelligent Risk supporters who help fund its future
development will be recognized in a future issue.

In this issue, among diverse topics you will find:

e In “Operational Risk Capital: Challenges and Opportunities” Peter Ding explains key aspects of
operational risk capital application, including distinguishing capital supply from demand, aligning
allocation with attribution, and identifying effective risk capital assignees.

e Pete Vatev, and co-authors Pawan Jain and Manu Gupta, describe manipulative practices in “CDS
Shenanigans in the SEC Crosshairs” which compromise market integrity.

e And in “Risk Management in the Sand: How a Beach Café Can Serve as a Parable of Risk
Management Gone Awry” Ainur Bakiyeva serves up a holiday beach café with a side of risk
management lessons. Indeed, it is summer (in the northern hemisphere)

Two recent authors joined Steve in our quarterly “Intelligent Risk presents” webinar on Managing Behavior
and Conduct Risk. You can find the recording, slides and Q&A in PRMIA’s Webinar Library. We're also
proud to highlight the contributions of authors and reviewers across PRMIA. This quarter, Chandrakant
Maheshwari presented a webinar titled “Trust Before Scale: The Small Wins Approach to LLMs.” See the
editor’s interview in this issue for a follow up on his webinar.

If you’re interested in sharing your thoughts in a future Intelligent Risk or providing feedback on something
you read in this issue, we welcome your emails to iriskeditors@prmia.org.
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Synopsis

K Risks in private credit markets: loan, portfolio, and
systemic

Emilian Belev & Dan diBartolomeo

In recent years, the participation of non-bank lenders such insurance companies and pension funds
in making loans to corporations and commercial real estate has skyrocketed. While securitizations of
such loans have been around decades in the forms of CLOs (collateralized loan obligations) and CDOs
(collateralized debt obligations), the vast increase in this area has created a “shadow banking” system
that is largely driven by private equity firms.

As e
pac

It is important to examine the analytical aspects of the risks of private credit, relative to both bond
markets and bank lending. We will also consider how the buildup of private credit is a growing concern
to central banks (e.g. the US Federal Reserve) as insurance companies take increasingly bank-like
activities. Our final assertion is that the systemic risk of insurance companies replacing banks as
corporate lenders is especially concerning in the US because there is essentially no regulation of
insurance companies by the Federal government. Some states such as New York are considered strict,
while others such as Texas and Arizona are often thought more liberal.
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Unlike traditional bank lending, private credit funds extend financing to a far broader spectrum of borrowers,
including those with lower credit standings or unconventional financial profiles. This inclusivity enables
capital to reach enterprises at all stages of their lifecycle, from early-stage ventures to distressed firms,
thereby offering unique potential for broad-based economic stimulus. By filling gaps left by regulated banks,
private credit funds can facilitate growth in segments of the economy that might otherwise face credit
constraints. However, the very flexibility that allows for such inclusivity also introduces important structural
and risk-related challenges.

A central concern lies in the interplay between agency problems and transparency. Private credit funds
often operate with less standardized lending criteria, tailoring terms to individual borrower circumstances.
While this flexibility can be economically beneficial, it also means that investment vehicles—particularly
those raising capital from a dispersed investor base—may apply uneven or opaque credit assessments.
Because end investors typically have limited capacity to conduct “pass-through” due diligence on ultimate
borrowers, they must rely heavily on the fund manager’s internal processes and incentives, creating scope
for informational asymmetries.

By contrast, banks operate under a mature framework of standardized lending practices, reinforced by
regulatory requirements that prescribe both borrower qualification criteria and disclosure standards. This
regulatory discipline enhances transparency around loan portfolio quality and provides more consistent
benchmarks for assessing credit risk. As lending activity shifts from banks to shadow banking channels, the
opacity of loan asset quality is likely to increase, diminishing the ability of end investors to accurately gauge
portfolio riskiness. This evolution underscores a trade-off between credit inclusivity and the robustness of
risk evaluation mechanisms in the broader financial system.

analyzing private records

We begin our analytical discussion with a review of the credit rating process for publicly traded firms. Of the
roughly eighty thousand publicly traded companies in the world, less than 15% have a credit rating from a
regulated credit rating agency (e.g. S&P, Moody'’s, Fitch). Corporate ratings are highly fragmented across
many rating agencies. No one rating agency covers more than six thousand firms. In some countries (e.g.
China), investors often do not attach credibility to local ratings. While the majority of corporate bond market
value arises from large firms with ratings, a significant portion of corporate bonds are “unrated”.

Different rating agencies disagree on what a rating should be. Some focus strictly on probability of default
(PD) within a year, others PD before maturity, and some consider both the probability and likely loss given
default (LGD). Responsiveness of rating changes to new information is slow. The average frequency of
rating changes for corporate borrowers is about once every three years. To the extent that borrowers pay
the rating agencies, there are significant optimism biases arising out of agency relationships. To address
the risk of unrated debt we created our own credit rating system under which seventy-five thousand traded
companies are evaluated. Many of these firms have no traded bonds but do have bank debt or loans from
other lenders. Each month we categorize the credit quality of each firm into one of twenty categories which
roughly parallel the “letter grade” (e.g. “AAA”) categorizations of major rating agencies.
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Our analytical process is based on the contingent claims concept of Merton (1974)[1]. This model frames
credit risk as an option problem. Equity shareholders effectively have “long” positions in two options, while
lenders are “short” these options. The first is a call option, as on the firm’s assets with a strike price of
paying off the firm’s debt. The shareholders then own the assets and operations of the borrower outright,
just as a homeowner can pay off their mortgage. To the extent that shareholders are not personally liable
for firm debt, they can allow the firm to go into default if the value of firm assets goes below the value of
the firm’s debt. In effect, shareholders also have a put option on the assets of the firm by declaring the firm
bankrupt and allowing the lenders to claim the devalued assets. For this analytical method, the key question
is what would the volatility of a firm’s stock be if the firm had no debt? Given the commercial availability
of sophisticated risk models for traded equity this is easy to estimate. We can update our ratings daily
using our method of conditioning risk estimates on automated analysis of financial news, as described in
diBartolomeo, Mitra and Mitra (2009)[2]. The other inputs to the problem are standard option inputs like
strike price, dividend vyield, risk free rate, and time to maturity. For easy comparison to published ratings
history we follow the popular convention focusing on probability of default within the upcoming year.

Obviously, lenders also care about the possibility of receiving partial payment in the event of default rather
than assuming there will be no payment at all. The expected value of “loss given default” (LGD) can also
be mathematically extracted from the option model. The full mathematical derivation was presented in
a published paper on using similar methods for sovereign debt. For details see Belev and diBartolomeo
(2019)[3]. Figure 1 illustrates the key features of the framework, with the curve representing the potential
distribution of firm asset values, and the value of debt functioning as the strike price of the option. The
fraction of the total area within the curve below the debt value is the probability of default.

Analogy with Corporate Debt
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Figure 1. Option model for LGD

To address the risk analysis needs of private credit markets, our existing process for corporate bonds
had to be extended in a couple ways. The first extension was for firms where the equity was not publicly
traded. While most financial statement items would be available for private firms (e.g. earnings, book value,
revenues) we would not have any market value for the firm’s equity, nor any obvious way to estimate the
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volatility of the unknown equity values over time. One approach is to use a hedonic model (dollars values
as the independent variable) to estimate the market value of the private firm equity. The second extension
would be to address the fact that individual private loans are very illiquid, while sets of loans packaged into
CLOs and CDOs have more but limited liquidity. Volatility estimates for illiquid assets are downward biased
by serial correlation. For details see Geltner (1991)[4]. The lack of liquidity has very important implications in
terms of estimating the correlations across private loans and hence the risk of securitizations and portfolios
of direct loans.

A simple hedonic model can be expressed as a regression equation where the market capitalization of
each publicly traded firm is the dependent variable. A separate equation can be estimated for each sector
in each country.

MC (public) = f (book value, earnings, book value, revenues, debt/equity ratio)
Our simple hedonic model (i.e. mark to market valuation) for the equity of a private firm is:
Value (private) = (1-D) * MC (public)
Where:
- Value (private) = estimated equity value of a private firm
- MC (public) = observable market cap of a “matched” publicly traded firm

- D = decimal representation of a discount for illiquidity (i.e. you have a short position in the option to
liquidate)

The first way to estimate illiquidity discount D is to observe that publicly traded closed-end funds in many
countries invest in private assets. A recent paper (unpublished) showed that UK traded funds investing
in private equity and credit sold at an average discount of 23% relative to published net asset values.
The discounts arise mostly from illiquidity, while a small portion of this discount can be attributed to other
considerations (e.g. perpetual fees) The second way to estimate the discount is to observe valuations of
PE and PC deals in relatively infrequent secondary market transactions. One excellent empirical study of
secondary market transactions is Albuqueque, Cassel, Phalippou, and Schroth (2018)[5]. Discounts tend to
be in the 20-30% range but vary over time. At the theoretical level, it is useful to explicitly analyze the “option
to do something else” and the “option to wait” (i.e. ignore marks to market) which capture heterogeneous
investor preferences. The ability to not “market to market” under “hold to maturity” accounting rules have
played a controversial role in the distress of financial institutions such as the events at Silicon Valley Bank.
Further discussion of embedded options can be found in diBartolomeo (2022)[6] and Belev (2024)[7].
Again, typical discounts are in the 30% range.

An alternative approach to estimating creditworthiness is to directly estimate the cash flows of a security
or business enterprise and discount the positive or negative cash flows to present value over the full range
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possible outcomes. A traditional discounted cash flow model accounts for the uncertainty of future cash
flows by adding a risk premium to the discount rate, but each future cash flow is a point estimate. In Belev
and diBartolomeo (forthcoming)[8] we describe a new technique we call EXPLO. In this method, the full
range of future cash flows at each moment in time are represented as a distribution so the risk-free rate can
be used as the discount rate, like derivative pricing. Treating cash flows as a distribution requires the use
of calculus or numerical simulation of the stochastic discount factor. Cumulative negative cash flows can
result in bankruptcy and termination of future cash flows. Negative cash flows can also be discounted at
an even lower rate, so they count more in the summation of present value. The degree of “risk adjustment”
for negative cash flows is tied to the balance sheet strength of the investor. Investors with debt service
requirements should be more sensitive to negative cash flows. The degree of additional discount is derived
from Litzenberger and Rubinstein (1976)[9] or Wilcox (2000)[10]. For further discussion see Belev (2023)
[11].

The EXPLO valuation model finds a natural application within a broader framework for estimating default
risk, particularly one that integrates forward-looking forecasts of both loan and collateral cash flows. This
approach recognizes that the process of borrower default is not a binary event but rather unfolds across
distinct stages, each requiring a different analytical lens and valuation perspective. This model, originally
developed to assess the economic potential of illiquid assets, contributes meaningfully to this probabilistic
assessment of credit risk by linking asset valuation to cash flow behavior under varying assumptions about
borrower viability.

The analysis proceeds in three steps, each corresponding to a progressively more deteriorated financial
condition of the borrower. The first stage, which adopts the strictest interpretation of default, focuses on the
matching of periodic cash flows from the collateral and those required for loan servicing. This necessitates
precise modeling of the stochastic properties of both cash flow streams, allowing analysts to evaluate the
probability and severity of shortfalls in any given period. By overlapping the statistical distributions of these
flows, one can infer the likelihood that the collateral will fail to meet scheduled debt payments on a timely
basis—a form of technical default.

The second stage adopts a more lenient “going concern” perspective, reflecting the practical reality that
lenders often tolerate temporary payment shortfalls. Here, the analysis compares cumulative cash flows
from both the collateral and the loan over a longer horizon. Shortfalls in one period may be offset by
surpluses in another, as the emphasis shifts from punctuality to the eventual ability to repay. Finally, the
third stage contemplates the borrower as a “non-going concern,” where both periodic and cumulative
tests of debt service capacity have been breached. In this liquidation scenario, the only remaining basis for
repayment is the current market value of the collateral. Robust modeling such as EXPLO model can provide
a probabilistic valuation of the collateral under stress conditions, becoming instrumental in quantifying the
expected recovery and the residual probability and severity of default. Through these stages, the model
contributes not only to valuation, but to a nuanced view of credit deterioration over time.

Another approach to creating an internal rating process is to build non-parametric models based on the
Analytic Hierarchy Process (AHP) proposed in Saaty (1980)[12]. These models break the processes followed
by traditional credit analysts into a series of multiple-choice questions, which can then be filled in based
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Figure 2. Example of Analytic Hierarchy Process for sovereign bond rating

on company specific data. The required number of descriptive matrices is equal to the number of possible
responses to an input question plus one. AHP is a widely used approach from the industrial management
literature, and AHP-based credit analysis has been around for a long time. Figure 2 is taken from Bolster,
Johnson and Srinivasan (1990)[13] on sovereign bonds. A related paper, Bolster and Srinivasan (1990)[14]
covers corporate debt.

To address the risk analysis needs of private credit markets, our existing process for corporate bonds
had to be extended in a couple ways. The first extension was for firms where the equity was not publicly
traded. While most financial statement items would be available for private firms (e.g. earnings, book value,
revenues) we would not have any market value for the firm’s equity, nor any obvious way to estimate the
volatility of the unknown equity values over time. One approach is to use a hedonic model (dollars values
as the independent variable) to estimate the market value of the private firm equity. The second extension
would be to address the fact that individual private loans are very illiquid, while sets of loans packaged into
CLOs and CDOs have more but limited liquidity. Volatility estimates for illiquid assets are downward biased
by serial correlation. For details see Geltner (1991)[4]. The lack of liquidity has very important implications in
terms of estimating the correlations across private loans and hence the risk of securitizations and portfolios
of direct loans.
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A simple hedonic model can be expressed as a regression equation where the market capitalization of
each publicly traded firm is the dependent variable. A separate equation can be estimated for each sector
in each country.

MC (public) = f (book value, earnings, book value, revenues, debt/equity ratio)
Our simple hedonic model (i.e. mark to market valuation) for the equity of a private firm is:
Value (private) = (1-D) * MC (public)
Where:
- Value (private) = estimated equity value of a private firm
- MC (public) = observable market cap of a “matched” publicly traded firm

- D = decimal representation of a discount for illiquidity (i.e. you have a short position in the option to
liquidate)

The first way to estimate illiquidity discount D is to observe that publicly traded closed-end funds in many
countries invest in private assets. A recent paper (unpublished) showed that UK traded funds investing
in private equity and credit sold at an average discount of 23% relative to published net asset values.
The discounts arise mostly from illiquidity, while a small portion of this discount can be attributed to other
considerations (e.g. perpetual fees) The second way to estimate the discount is to observe valuations of
PE and PC deals in relatively infrequent secondary market transactions. One excellent empirical study of
secondary market transactions is Albuqueque, Cassel, Phalippou, and Schroth (2018)[5]. Discounts tend to
be in the 20-30% range but vary over time. At the theoretical level, it is useful to explicitly analyze the “option
to do something else” and the “option to wait” (i.e. ignore marks to market) which capture heterogeneous
investor preferences. The ability to not “market to market” under “hold to maturity” accounting rules have
played a controversial role in the distress of financial institutions such as the events at Silicon Valley Bank.
Further discussion of embedded options can be found in diBartolomeo (2022)[6] and Belev (2024)[7].
Again, typical discounts are in the 30% range.

An alternative approach to estimating creditworthiness is to directly estimate the cash flows of a security
or business enterprise and discount the positive or negative cash flows to present value over the full range
possible outcomes. A traditional discounted cash flow model accounts for the uncertainty of future cash
flows by adding a risk premium to the discount rate, but each future cash flow is a point estimate. In Belev
and diBartolomeo (forthcoming)[8] we describe a new technique we call EXPLO. In this method, the full
range of future cash flows at each moment in time are represented as a distribution so the risk-free rate can
be used as the discount rate, like derivative pricing. Treating cash flows as a distribution requires the use
of calculus or numerical simulation of the stochastic discount factor. Cumulative negative cash flows can
result in bankruptcy and termination of future cash flows. Negative cash flows can also be discounted at
an even lower rate, so they count more in the summation of present value. The degree of “risk adjustment”
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for negative cash flows is tied to the balance sheet strength of the investor. Investors with debt service
requirements should be more sensitive to negative cash flows. The degree of additional discount is derived
from Litzenberger and Rubinstein (1976)[9] or Wilcox (2000)[10]. For further discussion see Belev (2023)
[11].

The EXPLO valuation model finds a natural application within a broader framework for estimating default
risk, particularly one that integrates forward-looking forecasts of both loan and collateral cash flows. This
approach recognizes that the process of borrower default is not a binary event but rather unfolds across
distinct stages, each requiring a different analytical lens and valuation perspective. This model, originally
developed to assess the economic potential of illiquid assets, contributes meaningfully to this probabilistic
assessment of credit risk by linking asset valuation to cash flow behavior under varying assumptions about
borrower viability.

The analysis proceeds in three steps, each corresponding to a progressively more deteriorated financial
condition of the borrower. The first stage, which adopts the strictest interpretation of default, focuses on the
matching of periodic cash flows from the collateral and those required for loan servicing. This necessitates
precise modeling of the stochastic properties of both cash flow streams, allowing analysts to evaluate the
probability and severity of shortfalls in any given period. By overlapping the statistical distributions of these
flows, one can infer the likelihood that the collateral will fail to meet scheduled debt payments on a timely
basis—a form of technical default.

The second stage adopts a more lenient “going concern” perspective, reflecting the practical reality that
lenders often tolerate temporary payment shortfalls. Here, the analysis compares cumulative cash flows
from both the collateral and the loan over a longer horizon. Shortfalls in one period may be offset by
surpluses in another, as the emphasis shifts from punctuality to the eventual ability to repay. Finally, the
third stage contemplates the borrower as a “non-going concern,” where both periodic and cumulative
tests of debt service capacity have been breached. In this liquidation scenario, the only remaining basis for
repayment is the current market value of the collateral. Robust modeling such as EXPLO model can provide
a probabilistic valuation of the collateral under stress conditions, becoming instrumental in quantifying the
expected recovery and the residual probability and severity of default. Through these stages, the model
contributes not only to valuation, but to a nuanced view of credit deterioration over time.

Another approach to creating an internal rating process is to build non-parametric models based on the
Analytic Hierarchy Process (AHP) proposed in Saaty (1980)[12]. These models break the processes followed
by traditional credit analysts into a series of multiple-choice questions, which can then be filled in based
on company specific data. The required number of descriptive matrices is equal to the number of possible
responses to an input question plus one. AHP is a widely used approach from the industrial management
literature, and AHP-based credit analysis has been around for a long time. Figure 2 is taken from Bolster,
Johnson and Srinivasan (1990)[13] on sovereign bonds. A related paper, Bolster and Srinivasan (1990)[14]
covers corporate debt.
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private credit portfolios

Beyond evaluation of individual loans, we must also consider the attributes of loan portfolios. Our work in
this area was extensively covered in an article in Risk Professional[15]. Loan defaults are relatively rare: it is
difficult to empirically estimate ex-ante correlation of defaults. In 1998, the author published a short article
criticizing the crude nature of the “binomial expansion technique” then used by Moody’s to estimate portfolio
diversification within packages of loans in CLOs and CDOs[16]. The same problem arose during the Global
Financial Crisis with securitizations of residential mortgages. Risks were heavily underestimated because of
rating agency use of the “Gaussian copula” methods that routinely assumed very low correlations across
borrowers. For more information, see the article in Wired by Salmon (2009)[17]. The Merton method provides
an explicit way to estimate default correlation across any pair of loans as described in diBartolomeo (2010)
[18].

Portfolio level analysis must also address the fact that credit returns are asymmetric. In a 2020 working
paper, Reconciliation of Default Risk and Spread Risk[19], we showed that many systems for estimating
bond portfolio risk are unsuitable for illiquid loans because they assume you can quickly sell the instrument if
you believe the creditworthiness will decline. In the case of an illiquid debt security, the investor will typically
be forced to hold the security even if it is defaulting, resulting in an asymmetric return distribution. There is
a lot more room for the value of a debt to go down in a default than up in the event the creditworthiness
improves. Many risk analysis systems use a summary measure called duration times spread (DTS) which
expresses how much a portfolio’s value could go up if all the securities were magically credit risk-free. The
risks are then assumed to be symmetric, so downside risk is equal to the “upside” DTS measure. Credit
portfolios are almost never sufficiently diversified to assume normality under the Central Limit Theorem.
Proper risk analyses explicitly capture this asymmetry and incorporate skew and kurtosis into portfolio risk
calculations. See diBartolomeo (2023)[20].

The last portfolio level risk that must be considered is the expected timing of distributions back to the
investors. For a private credit fund, loan repayments from borrowers may be immediately distributed
to the investors or reinvested in new lending. Often, private loans to firms may include equity warrants
which convert to proceeds only when the entire firm is sold to an acquirer. As such, there is material
uncertainty about timing of cash flow distributions (i.e. “when do we get paid out?”) for private fund
investors. The industry standard model for forming expectations about the timing of payouts is the
Takashi-Alexander model[21] which was developed at the Yale endowment around 2001. While
algebraically simple, the “Yale” model is deterministic and hence does not provide confidence intervals
on the expected timing of investor cash flows. We will leave this issue as an area of future research.
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systemic risks

...as more commercial lending shifts to these non-depository institutions,
the net effect may be a contraction in the effective credit money supply...
with downstream effects on investment, consumption, and economic
growth

In terms of the “big picture” we must also consider effects on national economies in general and more
specifically the systemic risks associated with loan markets. The migration of commercial lending activity
from traditional depository banks to non-bank financial intermediaries—often referred to as “shadow
banking” institutions —may carry consequences for the broader economy that extend beyond the immediate
structural shift in credit markets. While these entities have grown in importance due to their flexibility,
regulatory arbitrage, and responsiveness to investor demand, their inability to create money through
deposit issuance marks a significant departure from the function historically performed by banks in the
credit creation process.

Richard Werner, widely known for developing the concept of quantitative easing, has advanced a theory
that challenges conventional textbook views of banking. Rather than acting merely as intermediaries or
passive conduits in the money multiplier process, banks, according to Werner, are active creators of
credit money[22]. They do so through a unique accounting mechanism: when a bank issues a loan, it
simultaneously books the loan as an asset and credits the borrower’s deposit account with a corresponding
liability. This internal creation of deposit money is not offset by a transfer of existing funds from other banks
or savers. The deposit may then be withdrawn and transferred through the payment system, giving rise
to autonomous money circulation, unlinked from the bank’s existing balance sheet assets. This process
stands in contrast to shadow banking entities, which lack the legal authority to create deposits and are thus
unable to generate money in the same endogenous manner.

Consequently, as more commercial lending shifts to these non-depository institutions, the net effect may
be a contraction in the effective credit money supply. Because shadow banks must rely on pre-existing
funds rather than creating new money, this disintermediation could lead to a structurally tighter credit
environment, with downstream effects on investment, consumption, and economic growth. The shift, while
subtle in its accounting treatment, could therefore have profound macroeconomic implications, particularly
in economies reliant on credit expansion for growth.

We believe that the risks of private credit portfolios are generally underestimated due to poor estimation
of default correlations even if default probabilities are well calculated (generally untrue). The potential for
a GFC-like contagion effect at a national or global level is certainly plausible. A group of analysts at the
US Federal Reserve recently updated this related working paper, Foley-Fisher, Heinrich, and Verani (2025)
[23]. The paper addresses how life insurance companies are extensively funding private credit issuance
as replacement for traditional banks. The paper points out some particularly troubling aspects to this
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development. Life insurance company balance sheets are becoming more leveraged, comparable to
banks. To keep overall risk levels within limits most firms are reducing their mortality risk, so mortality risk is
becoming concentrated in a few of the biggest life insurance companies.

conclusion

The rapid expansion of private credit as an investment asset class for institutions, particularly pensions and
insurers, continues an accelerating trend. Quantitative methods for assessing risks in such investments are
less well developed than for bonds, particularly with respect to default correlation, and so the perceived risk
of securitizations and credit fund portfolios are downward biased. We have presented multiple analytical
approaches to estimating default probabilities in individual private loans. We assert that Merton-type
methods offer the most sensible approach to default correlation and hence the risk of private credit funds
and securitizations (CLOs and CDOs). An important nuance to understand is the implications of higher
moments (skew and kurtosis) on real-world credit portfolios. The implications of the expansion of a shadow
banking system must be carefully monitored in terms of macroeconomic and systemic impacts nationally.

It should be clear that a growing fraction of corporate lending is now occurring outside the traditional
banking system. Stress testing and other techniques routinely used in banks will be much harder to impose
on largely unregulated lenders. The potential risks are no less serious than those that arose from credit
default swaps which were a major contributor to the Global Financial Crisis of 2007-2009. We highlight
the concern of regulatory “jurisdiction shopping” by US insurance companies wishing to participate more
aggressively as lenders. To address this challenge, we suggest that private credit activities be required to
report a central information center (e.g. Depository Trust Company) and require private credit activities to
be subject to independent “mark to market” assessments for insurers and participating defined benefit
pension plans.
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Synopsis

K Building organizational resiliency: managing culture
and people risk in financial institutions

dr. Jeffrey Roman

In the highly regulated and fast-paced world of financial institutions, culture and people risk are
increasingly recognized as critical factors influencing organizational stability and performance. From
unethical behaviors and poor decision-making to leadership failures and talent retention challenges,
these risks can undermine trust, disrupt operations, and lead to regulatory penalties. Addressing these
vulnerabilities requires a proactive approach that integrates strong governance, ethical leadership, and
a risk-aware corporate culture. Managing culture and people risk for financial institutions hinges on the
organization’s ability to hire, develop, and retain talent that contributes to the firm’s objectives while
providing a meaningful return for its workers.

Organizational culture risk—how internal values and norms can undermine goals and lead to ethical,
compliance, and reputational failures—was a key focus of Dr. Edgar H. Schein, a pioneering behavioral
psychologist. In the 4th Edition of his book Organizational Culture and Leadership, Schein asserted,
“The only thing of real importance that leaders do is to create and manage culture. If you do not manage
culture, it manages you”[1]. Culture risk shapes how organizations perceive and handle risk at all levels.

Intelligent Risk - May 2025 / 17


https://www.linkedin.com/in/emilian-belev-62b4741/
https://www.linkedin.com/in/dan-dibartolomeo-8007644/

At the start of the 2020 COVID-19 pandemic, financial institutions faced new challenges caused by civil
authority lockdowns, forcing firms to shift to remote work. Rapid Al adoption, expanding cloud storage,
and evolving compliance demands exposed cultural weaknesses in firms in the financial markets.
Industry experts have linked culture risk to organizational failures during economic disruptions.
David Tattam, co-founder of risk management solution company Protecht[2], noted that poor culture,
misconduct, and bias become more visible in hybrid work settings. These issues often stem from
both organizational and individual shortcomings, emphasizing the need for proactive cultural alignment
between the firm’s leaders, its systems, and their staff. ORX, a research firm that tracks operational
losses for financial institutions, reported the following types of major incidents in their 2023 report[3]:

e Transaction Processing Failures. Transaction-related losses were among the most expensive,
totaling nearly €8 billion globally. These losses often resulted from failed transaction processing or
accounting errors.

¢ Fraud and Cybersecurity Breaches. External fraud was a persistent issue, with banks reporting
36,811 fraud events in 2023, where the attributed factors were social media scams, organized
crime, and banking app vulnerabilities.

e Regulatory and Compliance Failures. Improper business practices led to substantial losses,
with conduct-related losses amounting to €3.2 billion in 2023.

An organization’s ability to manage culture risk sets the foundation for building resiliency through its
structure and systems. People risk, how individual acts and conduct within the organization lead to
failures (due to inadequate training, illicit activity, and poor accountability) provides opportunities for
firms to implement policy and accountability standards. Understanding the connection between culture
and people is key to creating proactive, comprehensive risk strategies. By addressing both cultural
norms and personal behavior, firms can foster ethical, sustainable workplaces. Learning from recent
and topical events helps financial leaders develop their risk appetite, but holistic risk management
requires anticipating and managing culture and people risk by identifying and preparing for emerging
trends.

emerging trends

The 2023 failures of First Republic, Silicon Valley Bank, and Signature Bank highlighted key culture risk
issues. A critical risk measure contributing to their demise included the maintenance of high levels of
uninsured deposits during economic uncertainty, especially when inflation peaked at 9.1% in 2022,
making banks vulnerable to rapid withdrawals. Another contributing factor was heavy investment by
banks in long-term bonds when interest rates were low, and the bank’s failure to adapt their fixed-
income portfolio when interest rates increased in 2022 and 2023. The FDIC’s 2022 Risk Review stressed
the need for strong governance and risk awareness to manage emerging threats. Similarly, the Office
of the Comptroller of the Currency (OCC) warned of rising compliance risks amid regulatory changes,
urging stronger risk frameworks. While financial institutions can’t prevent external threats like market or
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economic shifts, the firm's leaders can strengthen internal culture to improve resilience. As past SEC
Chairman Jay Clayton noted, “Culture is not just what is said by management, but what is done... day
in and day out”[4].

The FDIC identified five emerging trends in its 2024 Risk Review[5] for financial institutions that are
relevant and impactful to culture and people risk (largely operational risks):

e Cybersecurity (including Encryption Protocols)
e Geopolitical Events

e Quantum Computing

e Supply Chain and Vendor Use

e Artificial Intelligence

Effective management of these threats impacting financial institutions is critical to maintaining stability,
ethical integrity, and long-term success. A framework to manage emerging trends constitutes a design
that incorporates resilient standards, values, and systems that achieve corporate objectives and goals.

framework for managing culture and people risk

Financial institutions with policies and standards within a framework specific to culture and people risk
not only safeguards the firm against reputational and financial harm but also enhances the broader
financial ecosystem. The framework for managing culture and people risk identifies four organizational
objectives that address the major losses and disruptions impacting financial institutions since 2023
and considers emerging trends:

1. Achieve Governance and Assign Stakeholder Accountability
2. Establish Risk Measures and Monitoring System

3. Assess Culture Immersion (within the organization)

4. Produce Crisis Preparedness and Response Protocols

There are many tools and strategies available to financial leaders to achieve these objectives. Figure 1.0
is a framework to highlight the financial institution’s objectives while considering different mechanisms
to manage emerging trends that are impactful to culture and people risk:
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conclusion

The health of a financial institution is driven by its practices and policies regarding its management
of culture and people risk. Situations of misconduct, ethical violations, crimes, and poor oversight
have caused billions in losses and fines. Financial institution leaders that embrace proactive risk
management policies of responsibility, consistent oversight, and sustainable measurement criteria can
mitigate losses and avoid the cultural and people failures of recent years.
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Synopsis

K Central bank digital currencies and crypto currencies

Shuvajit Chakraborty

The digital realm of finance is rapidly evolving, with Central Bank Digital Currencies (CBDCs) and
cryptocurrencies emerging as prominent, yet distinct, players. While both exist in the digital sphere, their
underlying structures, purposes, and implications diverge significantly, creating a complex landscape
for regulators, financial institutions, and the public alike. In this article | present examples of the use of
cryptocurrencies (and CBDCs in particular) from a risk manager's perspective, discuss their distinct
character, how they performed when attempted, and present the lessons to be learned.

Central Bank Digital Currency (CBDC) is a new form of money that exists only in digital form. Instead
of printing money, the central bank issues widely accessible digital coins so that digital transactions
and transfers become simple[1]. CBDCs are digital versions of a nation's fiat currency, issued and
regulated by the central bank. They represent a direct liability of the central bank, akin to physical cash
held in reserve. This inherent backing provides CBDCs with the stability and security associated with
traditional currency. Their primary objectives include enhancing payment efficiency, promoting financial
inclusion, and strengthening monetary policy implementation. For instance, CBDCs can facilitate
seamless cross-border transactions, reduce the costs associated with traditional payment systems,
and provide access to financial services for unbanked populations. Moreover, they offer central banks
a more granular view of monetary flows, enabling more precise policy interventions.
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As of July 2025, 3 countries (Bahamas, Jamaica and Nigeria) have launched CBDCs which remain
active[2]. Two others (Ecuador and Senegal) have cancelled their CBDCs. While Senegal cancelled
its digital currency when the central bank felt that the currency design did not met the regulatory
requirements, the Ecuadorian failure of digital currency was spurred by lack of trust from the citizens
in their digital currency[3]. 44 countries including Asian powerhouses like China, Japan and India are in
pilot stage. In India, fifteen banks are involved in pilot study with both interbank transactions and retail
transactions(4].

CBDCs & cryptocurrencies

The technological infrastructure of CBDCs often leverages distributed ledger technology (DLT), though
not always in the decentralized manner of cryptocurrencies. Central banks prioritize control and
security, often opting for permissioned ledgers that restrict access and maintain centralized oversight.
This allows them to mitigate risks associated with volatility and illicit activities. The implementation of
CBDCs varies globally, with some countries exploring retail CBDCs for public use, while others focus
on wholesale CBDCs for interbank settlements. CBDCs are not only about ensuring speedy payments.
They could reduce environmental harm. Studies show that cash dependency has a huge cost—from
cutting trees for paper to the fuel used in moving money around. CBDCs can change this and play a
significant role in CBDCs environmental sustainability[5].

In contrast, cryptocurrencies are decentralized digital assets that operate on blockchain technology,
a form of DLT. They are not issued or regulated by any central authority, and their value is determined
by market forces. Bitcoin, Ethereum, and numerous other cryptocurrencies have gained popularity as
speculative investments and alternative payment methods. Their decentralized nature offers potential
benefits such as censorship resistance, reduced transaction fees, and enhanced privacy. However,
these advantages are often accompanied by significant drawbacks.

The volatility of cryptocurrency prices is a major concern. Due to their speculative nature and limited
real-world adoption, cryptocurrencies are prone to dramatic price swings, making them unsuitable for
everyday transactions. Furthermore, the lack of regulatory oversight creates vulnerabilities to fraud,
scams, and money laundering. The lack of intrinsic value and reliance on speculative interest further
undermines the safety of crypto-assets as reliable reserve assets for the central banks[6]. The energy-
intensive nature of some blockchain technologies, such as Bitcoin's proof-of-work mechanism, also
raises environmental concerns. In 2018, Bitcoin was estimated to use at least 40.0 TWh, or possibly up
to 62.3 TWh of electrical energy over the full year of 2018. The amount of energy used is comparable
to the amount of electricity consumed by countries like Hungary, which used 40.3 TWh[7]. The more
recent estimates put the energy consumption of Bitcoin at 94.08 TWh[8], which is more than the annual
consumption of Finland.
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can they coexist?

The relationship between CBDCs and cryptocurrencies is complex and multifaceted. Some argue that
CBDCs could coexist with cryptocurrencies, providing a regulated and stable alternative within the
digital asset ecosystem. Others believe that the introduction of CBDCs could diminish the appeal of
cryptocurrencies by offering similar benefits in a more secure and regulated environment.

Regulatory frameworks for both CBDCs and cryptocurrencies are still evolving. Central banks and
governments are grappling with the challenges of balancing innovation with risk management. The need
for clear and consistent regulations is crucial to foster a safe and efficient digital financial system. Key
considerations include consumer protection, anti-money laundering measures, and the preservation
of financial stability.

The interplay between these two forms of digital currency will likely shape the future of finance. CBDCs
represent a potential evolution of traditional monetary systems, while cryptocurrencies challenge the
very foundations of those systems. The success of each will depend on their ability to address the
needs of users, mitigate risks, and adapt to the rapidly changing technological landscape.

conclusion

In conclusion, while both CBDCs and cryptocurrencies exist in the digital sphere, they embody
fundamentally different approaches to finance. CBDCs aim to modernize traditional monetary
systems, while cryptocurrencies seek to disrupt them. The ongoing development and adoption of
these technologies will have profound implications for the global financial system, requiring careful
consideration and proactive regulatory measures. Some of the measures that may be adopted to deal
with these are the use of blockchain intelligence, asset research, building of safe storage (both hot and
cold wallets) and multiparty computation etc. Above all building institutional capabilities supported
with technology will be key to success of digital currencies.
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Synopsis

K Assessing disclosure risks in finfluencer marketing:
evidence from social media

Pongpit Pinsai & Sunita Pengpool

The emergence of financial influencers, commonly referred to as "finfluencers," has received a lot
of attention in recent years, especially as digital platforms continue to reshape the landscape of
information dissemination and investment behavior. Finfluencers have become an important source
of investment information for young investors, particularly those aged between 18-25, who are part of
Generation Z (Gen-Z)[1].

The survey by national regulators such as Financial Industry Regulatory Authority (FINRA) and Australian
Securities and Investments Commission (ASIC) shows that 37%, 38% and 64% of Gen-Z in the US, UK,
and Australia, respectively, rely on finfluencers when making investment decisions|[2,3].

The growing influence is a significant risk to investor protection and financial stability. These risks
include the potential dissemination of misleading information, lack of transparency, and unauthorized
financial advisory activities, which could lead to adverse consequences for individual investors and the
broader market.

In this article, we explain the role and significance of finfluencers, while presenting insights from our
study of the Thai finfluencer landscape through content analysis. This examination enhances our
understanding of how financial content is communicated to the public in Thailand via finfluencers.
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understanding finfluencers

Finfluencers are individuals that can be thought of as a subcategory of social media influencer[4], who
leverage social media platforms to share investment-related contents, ranging from general financial
education to specific stock recommendations. They often present themselves as experts who share
personal experiences, market analysis, and investment tips in an engaging and accessible manner[5].

While finfluencers can play a positive role in enhancing financial literacy and broadening retail investor
participation, they also pose numerous of risks to consumer protection and financial stability, such
as providing misleading information, lack of transparency in their contents and providing financial
services without a regulatory license[6,7]. If investors, particularly retail investors, fail to critically
evaluate the content shared by finfluencers, it can potentially lead to suboptimal financial decisions
and unanticipated losses.

Example of potential risks that could appear in a finfluencer's post

Misleading information Lack of transparency Unauthorized linancial services

‘Tradingin this derivative is a risk-frec Finfluenecra may have a ‘I'm going to sharcwith you five long-

way to make a quick profit on the side hiddenincentive to promote term stocks that will do well and which

-1 madc $$£% from trading those financial product. you should buy and hold.” =]
alone!'

Intends to influence someone’sdecision
to buy specific financial products.

This iz likely to be financialproduct
advice. If you don'thold a regulatory
license, you are providingunlicensed
financial services.

Trading being ‘risk free’ is likely to be Mot disclosing a conflict of
misleading even if the comment about interest can be considered as
how much moneywas made could be anindicator of an interestin
substantiated. giving false or misleading
This is likely ta be misleading. signals

Source: Discnssmg fmancial prodoets and services onlme. Information Sheet 2 (ASIC, 2022) & Wamng for
people postmg Investment Recommendation on social media. (ESMA, 2024)

As the influence of finfluencers continues to grow, it presents challenges for both financial firms and
regulators. Firms engaging with finfluencers must ensure compliance with relevant regulations, while
authorities in countries such as the United Kingdom, Australia, and India have voiced concerns over
unlicensed financial advice, misleading content, and a lack of transparency. These issues raise the risk
of market distortions, information asymmetry, and a decline in investor confidence, particularly among
retail investors. In response, regulators have begun tightening oversight and enhancing accountability
in the digital investment space. The following section highlights examples of regulators’ efforts to
enforce regulations addressing these concerns.

examples of regulatory enforcement efforts

Several jurisdictions have taken tangible enforcement or policy steps in response to these concerns. In
the United Kingdom, the Financial Conduct Authority (FCA) has issued guidance requiring finfluencer
content on social media to be clear, fair, and not misleading[8]. Australia’s Securities and Investments
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Commission (ASIC) emphasizes that providing financial advice without a license constitutes a breach
of the law and has issued warnings to influencers accordingly[9]. In India, the Securities and Exchange
Board (SEBI) mandates that finfluencers promoting products for registered intermediaries must register
with the authority, while allowing unregistered individuals to share general educational content[10].
These actions reflect a growing global consensus that regulatory oversight must evolve alongside
digital financial communication to safeguard investor trust and maintain market integrity. The following
section illustrates how similar concerns apply to the expanding finfluencer landscape in Thailand.

finfluencers in Thailand

In Thailand, Facebook stands as the predominant social media platform utilized by the local population
and influencers in the year 2023[11,12]. In the financial sector, finfluencers also leverage Facebook as
a platform to share financial and investment-related content with their followers. This study conducts
an analysis of Thai finfluencers on Facebook, as well as the content that they post on the platform. The
aims of this study are to provide insights into the landscape of Thai finfluencers, categorize the types
of their content, and investigate their potential influence on the stock market.

An analysis of the top 50 Facebook pages, ranked by follower count[13], reveals a hierarchical structure
of influence tiers: 4 pages qualify as Mega Finfluencers (more than 1 million followers), 7 pages qualify
as Macro Finfluencer (500,001 to 1 million followers), and the remaining 39 pages qualify as Mid-Tier
Finfluencers (50,001 and 500,000 followers). Interestingly, the four Mega Finfluencer pages account for
around a third (34%) of the total follower base (16.9 million followers). However, it should be noted that
individual followers may follow multiple finfluencer pages at the same time, as shown in Figure 1.
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Figure 1. Top 50 Thai finfluencer Facebook pages by follower count (Source: The Securities and Exchange Commission, Thailand)

finfluencers content analysis

The study utilizes web scraping techniques to collect data from finfluencer Facebook pages. This
approach allows for the gathering of a comprehensive dataset, including all posts made in 2023 from
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3 selected pages selecting the top of each tier ranking by the number of followers including Mega,
Macro, and Mid-Tier Finfluencer for content analysis.

The study modified a method from “The Finfluencer appeal: Investing in the age of social media” (CFA,
2024) and incorporated generative Al for content classification. According to 2,949 posts, 4.5 million
characters from 3 selected pages, most of the content includes education, news, and discussion about
financial topics (57% of posts)[i], advertisements and promotions for financial products or services (23%
of posts)[ii], investment advice (14% of posts)]iii], and other content unrelated financial and investment
(6% of posts) respectively.

Regulators employ a risk-based approach that places particular emphasis on content related to
advertisements or promotions, and investment advice. To examine these regulatory concerns, this
study employs keyword analysis and hashtag analysis methodologies to derive comprehensive insights
from posts[14].

For advertisements and promotional content (total of 674 posts), we categorized various marketing
forms into 4 categories: direct communication in promotional objective, tie-ins, comment inserts and

affiliate links. 397 of the posts (59%) did not contain marketing disclosures, as shown in Figure 2. This
raises concerns for a hidden marketing agenda.

Proportion of advertisements and promotional content that contains marketing disclosures

* The majority (59% of posts) of

Finfluencers made no disclosures. | Disclosure
*» Only 277 posts of the 674 posts (41% Fiot Jacs

of posts) in the sample contained I Disclosure

marketing disclosures such as Made

Q #Advestiment ) f:\ Sponsored by j
-

—_

N=674 /

Disclosure formats vary according to the characteristics of each page.

Figure 2. Proportion of advertisements and promotional content that contains marketing disclosures (Source: The Securities and

Exchange Commission, Thailand)

i Education, news, and discussion about financial topics which does not recommend a specific course of action, such as what to buy. It
may provide general information about different types of investments or general principles to consider before investing. (CFA, 2024)

ii Advertisements and promotions for financial products or services is an invitation or inducement to engage in investment activity or to

engage in claims management activity that is communicated in the course of business. (FCA, 2024)

iii Investment advice is an information recommending an investment strategy, explicitly or implicitly, concerning one or several financial

instruments or the issuers, including any opinion as to the present or future value or price of such instruments. (ESMA, 2021)
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For investment advice content for a total of 416 posts, the study found that 84% of investment advice
content (348 posts) recommended investment strategies, while 16% of investment advice content (68
posts) suggested investment in specific securities as shown in Figure 3. This raises a concern about
inadequate level of expertise of finfluencer, misleading of information, and providing financial services
without a license.

Proportion of investment advice content type

N=416 * The majority (84% of posts) of

investment advice posts is
recommending an investment
strategy.

* Only 68 posts ofthe 416
investment advice posts (16% of

| recommending an investment strategy posts) is recommending a
specific asset.

B recommending a specific asset

A

Figure 3. Proportion of investment advice content type (Source: The Securities and Exchange Commission, Thailand)

While presenting insights from our study of the Thai finfluencer landscape, we adapted the event
study methodology from QOosting (2022) to examine investment advice which suggested investment in
specific securities. Our analysis identified mentions of 56 Thai stocks across 75 events in the posts.
The results indicate that although there were fluctuations in abnormal returns within a five-trading-
day window before and after the events, there was no consistent evidence that these events had
a significant impact on returns, either positive or negative. This lack of significant findings may be
attributed to limitations in the sample, which included only a selection of Facebook pages.

conclusion

The emergence of finfluencers has transformed how financial information is distributed and has
influenced investor behavior, particularly among younger investors who rely on finfluencers as a source
of financial information. While finfluencers enhance financial literacy and retail investor participation,
the risks they pose—misleading information, lack of transparency, and unlicensed activities—cannot
be ignored.

Through comprehensive content analysis utilizing generative Al of 3 finfluencer Facebook pages from
the top of each tier ranking by followers, reveals that their educational contents, promotional contents,
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and investment advice contents account for 60%, 23%, and 14% of their total content respectively.
While Finfluencers enhance financial literacy and retail investor participation, there is still room for
improvement for increasing transparency in certain areas. This presents a notable challenge for
regulatory bodies and calls for collaboration among regulators, social media platforms, and financial
firms to balance between leveraging the benefits of finfluencer participation in financial and capital
markets while maintaining appropriate investor protection measures.

Disclaimer: The authors used Al tools for grammar checking and language refinement during the writing
process.
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Artificial intelligence (Al) systems are being developed, deployed, and used at increasing speeds across
peer- reviewed by industries and regions. A 2025 McKinsey survey shows that more than three-quarters of organizations

surveyed are using Al in at least one business function, particularly with the rapid use of generative Al
Andrea Calef increasing[1].

While Al is proving to be a transformative technology that revolutionizes various aspects of our lives, it
has also raised significant concerns regarding the potential to propagate risks. This technology comes
with inherent dangers such as bias, inaccurate and misleading information, data privacy breaches, and
copyright infringement. The models are prone to errors resulting from flawed data inputs, insufficient
oversight, or structural deficiencies in decision-making algorithms—issues that are often opaque to
those deploying the technology. In the absence of adequate governance mechanisms, Al systems
can be integrated into a decision-making process that results in adverse outcomes, inequities, or
regulatory breaches.

Ensuring that Al systems achieve their intended purposes while safeguarding all stakeholders from
potential risks requires acomprehensive governance strategy. A well-established governance framework
provides structured oversight and accountability for Al usage, thus ensuring trustworthy Al systems
that are valid and reliable, safe, secure, and resilient, accountable and transparent, explainable and
interpretable, privacy-enhanced, and fair with harmful bias managed[2].
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framework for governance of Al systems

An Al governance framework can be conceptualized as comprising three primary layers:
e Policy

e Management System

e Practices

Policy

Management System

mm;m]

e | Practices
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Figure 1. Al Governance Framework

Policy

The Al policy as a foundation mandates the principles to ensure Al will be developed, deployed, and used
in alignment with the organization's values, stakeholder expectations, and regulatory requirements.
The policy is drafted considering the organization's stakeholders, products, services, and processes,
and specifying directives on critical areas like safety, data privacy, fairness, and ethics to ensure
compliance with local and international regulations. The policy must define roles, responsibilities, and
organizational authorities to ensure clear accountability throughout the Al lifecycle.

Management System

The management system component embeds Al risk management into the organization’s infrastructure.
It includes the mechanisms, tools, and structures needed to support governance processes and ensure
Al technologies operate in accordance with organizational policies.
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e Oversight Committee: An Al Oversight Committee provides governance over Al systems, defining
principles, overseeing risk mitigation, and ensuring ethical standards while balancing innovation
and risk.

Box 1: Al Oversight Committee

To be effective, the committee must bring together a diverse group of members, including:
e Business leaders and those representing internal and external stakeholders

e Legal, compliance, and ethics professionals

e Experts in Al technologies, safety, and deployment risks

Membership should span the three lines of defense including business and control functions
(e.g., HR, IT, Operations, Risk, Legal). The committee is responsible for:

e Reviewing Al initiatives with significant stakeholder impact
e Evaluating whether certain high-risk or inappropriate uses of Al should proceed

e Requiring clear mitigation strategies before approving deployment of impactful systems

e System Registration: Al systems should be registered in an inventory that enables accountability
and assurance, similar to model risk management practices.

e Al Impact & Risk Assessment (AIRA): All Al systems should be assessed at the concept stage
to evaluate their impact on stakeholders (clients, employees, communities, nature) to identify any
potential adverse outcomes (Figure 2). For example, can an Al hiring system unfairly impact qualified
applicants (by gender, race) due to limited training data? This is followed by a risk assessment to
evaluate risks and control adequacy.

Practices

The practices component of Al governance is essential for bridging the gap between policy intent and
practical application, ensuring that governance objectives are fulfilled at the operational level. Some of
the practices that should be implemented:

Model management

e Use sandbox environments for model design and research.

e Document model design and selection criteria.

e Regularly validate continuously retrained models.

e Review outputs against criteria when explainability is mandated.
e Monitor for data and model drift

e Manage model versions for traceability and reproducibility.
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Decision making systems

e Any human-out-of-the-loop decision-making systems (operate autonomously, without the need for
human guidance/intervention), and assessed with major/extreme impact, should undergo rigorous
testing and have built in trails for traceability.

e All extreme impact systems should have a tested “failsafe” (system defaults to a safe state if it
encounters an error, preventing harm) capability and have a “kill switch” (ability to shut down the
system, preventing harm if the Al behaves unpredictably/maliciously). This is key to ensuring no life
being harmed by an Al system[3].

Al in acquired systems

e The framework should be applied to systems that are acquired and/or to third-party systems (e.g.
SaaS, supplier system) that embed Al capabilities.

e The assessment should also include an evaluation of the provider’s Al governance practices.

e Terms of use and legal liabilities related to the use of these systems and their data should be
clarified and outlined in the contractual agreement documents.

e Notably, there should be clarity on the ownership and consent for usage of the data when using 3rd
third-party systems (e.g. LLMs).

Testing, Evaluation, Verification and Validation (TEVV)

e Al systems must be tested to validate the model for quality aspects such as robustness, bias,
fairness, representation, reliability, and accuracy, before deployment in production systems.

e Testing should be done using scenarios similar to deployment conditions.

e Systems with higher impact should be tested by an independent third party.
Deployment

e When deploying the system outside of a test or sandbox environment and into production for
operational use, formal approval must be obtained from a change control board or the oversight
committee.

Monitoring

e Regular reviews and post-implementation evaluations are necessary to assess the effectiveness
of the Al systems (& models) in meeting their intended objectives and their adherence to ethical
and regulatory standards. This is to check that the system’s accuracy and overall behaviour do not
deteriorate in a real-world setup.
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e Review frequency should align with the system's usage (e.g., transactional frequency) and impact
(e.g., high-risk systems) and include metrics to measure accuracy, bias, drift, data quality, fairness,
privacy, technical vulnerabilities, performance anomalies, etc.

e Monitoring should be proactive with real-time Al performance tracking to detect anomalies, identify
improvements, and ensure responsible operation effectively.

Decommissioning

e Al systems should be decommissioned when they no longer meet objectives, with stakeholder
impact assessed. Data must be archived or securely disposed of as per regulations, and a backup
retained for future investigations.

conclusion
A few aspects to be mindful of:

1. Unlikely to get it all perfect at the start: Document the policy to set the expectations and allow time
for requirements aspects to be understood and implemented across the organisation, including a
feedback mechanism.

2. Revise and retrain: Given the pace of technological advancement, the framework should be agile
and allow for quick changes and revisions to the policy and associated documents. This should be
supported by guidance and awareness for all parts of the organization.

3. Enable, not entangle: The oversight committee plays a crucial role in socializing the need for
Al governance, actively working across the organization to achieve oversight and enabling the
adoption of “trusted” technology.
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One of the more abstract topics in derivatives pricing is the concept of risk-neutral valuation. Risk-
neutral valuation is a fundamental concept that underpins all option pricing formulae including the
famed Black-Scholes-Merton formula. It is fair to say this formula gave birth to the entire derivatives
and structured products industry which notional has grown to more than USD 600 ftrillion in 2024
according to the Bank of International Settlements[1] in the figure below. In comparison the world GDP
is 106 trillion in 2023.

K. Balasubramanian
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Figure 1. Total notional principal of derivatives worldwide (source: Bank of International Settlements, 2024)

Most learners in the field are taught to replace the expected return of the underlying asset with the risk-
free rate in the option pricing formula, without fully understanding why. Understanding this concept
would enhance the practitioner's understanding and why the risk-free rate is used for derivatives pricing
and not in say risk management.

What does risk-neutral valuation mean exactly for that matter? In this short article, we explain this in a
novel manner.

Suppose a risky asset that pays off in a year $100 with probability p=90% and -$800 with probability
1-p. Its expected payoffs are:

E[Payoffs] = 100*p — 800+ (1 —p) = $10 (1)

But would you pay $10 for it? Most are risk-averse to losing $800 and would not. Further, how do we
consider time discounting? In corporate valuation, risky cash flows are discounted by adding a risk
premium to the risk-free rate if the investor is risk-averse or a risk discount rate if the investor is risk-
seeking. Denote the premium as rp and the risk-free rate as rf.
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Figure 2. Real-life probability measure P

The present value (PV) of the asset with continuous compounding is:
PV =exp[—(ry +1,)T] = [100 = p — 800 + (1 — p)] (2)

Assuming for an investor rp = 3% and rf = 5%, the PV works out to $9.23. The higher the risk premium
the more depressed the present value is. For example in a recession, markets become more risk
averse. Investors require a larger risk premium which depresses equity prices.

Arbitrageurs could sell to the risk-seeking at a higher price and buy fro
the risk-averse investor at a lower price, assuming a frictionless market.
How is a price then determined? It should be at a price perceived fair to
all investors.

The earlier example pre-supposes the investor is risk-averse with a risk premium of 3%. However, there
could be a spectrum of risk-aversion in the market requiring different premia and even risk-seeking
investors paying a discount.

no-arbitrage and replication

This is where no-arbitrage and replication come in. Arbitrageurs could sell to the risk-seeking at a
higher price and buy from the risk-averse investor at a lower price, assuming a frictionless market.
How is a price then determined? It should be at a price perceived fair to all investors. This perception
is engrained in the Expectations E in Equation (1) or beliefs of the investor. Instead of accounting for
the risk aversion of the investors, one could adjust their beliefs (of the asset going up or down in price).

The asset being a derivative can be replicated exactly from a portfolio of the underlying and a risk-free
cash deposit. This exact replication means the asset and its replicated portfolio must have the same
returns. Not having the same returns would allow one to arbitrage by selling the over-valued and buying
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the under-valued one, as pictured below.

Derivative + Replicated
risk-free asset portfolio

Figure 3. No-arbitrage and perfect replicability make the asset return risk-free

By going long the replicated portfolio and short the asset, the difference would be obtained - the
risk-free rate. Otherwise, if the expected return is higher, one can hedge perfectly using the replicated
portfolio and be guaranteed of a risk-free profit. If the expected return is lower, the asset would not
attract investors. This is a general principle that all perfectly replicable derivatives must earn the risk-
free rate under no-arbitrage conditions. Another major advantage of using the risk-free rate is that it
is observable in the markets — unlike the differing risk premium amongst investors which would make
pricing almost impossible.

Using the risk-free rate of return and conforming the PV still at $9.23, then g = 0.8996 < p = 0.9, as
shown below. This is the Q measure and ubiquitously the risk-neutral probability whereas P is the real

probability measure.
) /\

100
0=0.8996
PV
1-q=0.1004 -800

Figure 4. Risk-neutral probability measure Q

For the risk-averse investor with risk premium = 3%, he perceives the increased chance of losing $800
with an increased probability of 0.04%. Importantly, he still values the asset the same as the risk-
neutral investor. This can be generalised to other investors with different risk aversions. Risk-neutral
valuation thence values the risky asset for investors indifferent to risk.
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conclusion

This short exposition expounds the risk-neutral valuation as a relationship between risk aversion and
risk-free rate discounting and sheds some light on this important yet abstract concept.

appendix: Girsanov Theorem

This change in the probability from P to Q is framed as the Girsanov theorem in stochastic calculus.
Under this theorem, the P probabilities are multiplied by the Radon Nikodyn derivative dQ / dP to
obtain the Q probability measure.

PV = exp[—r,T] * [p * 100 + (1 — p) * —800] *%‘% (4)

Equating (3) and (4), the Radon Nikodym derivative dQ / dP = 7q-8 / 7p-8 would then be dependent on
existing probability measures.
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Synopsis

K The evolving real estate landscape: practical
implications for risk managers

Subhojit Dasgupta

The real estate market, a cornerstone of global economic activity, faces a plethora of challenges that
demand sophisticated risk management strategies. This article examines the current risk landscape
in both residential (such as single family, condos) and commercial real estate (such as office, retalil,
hotel) sectors with a focus on emerging trends, data-driven insights, and practical implications for risk
managers.

Recent data indicates a complex risk environment for real estate investors and risk management
professionals. The commercial real estate (CRE) sector, in particular, is grappling with significant
headwinds. Capital Economics projects a 10% decline in CRE valuations in 2024, followed by an
additional 5% drop in 2025, signaling a correction from pandemic-era peaks[1]. This downturn is
attributed to various factors, including changing work patterns, evolving consumer behaviors, and
macroeconomic pressures.

In the residential sector, risks are equally pronounced. The rise of remote work has reshaped housing
demand patterns, while affordability concerns persist in many markets. These shifts necessitate a
reevaluation of traditional risk assessment models[2].
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emerging risk factors

Climate-related Risks

Our planet's climate is constantly changing, and human activities are now accelerating these shifts.
Climate change refers to significant and long-term changes in global weather patterns, including rising
global temperatures, more frequent extreme weather events, and sea-level rise.

For real estate assets around the globe, these changes pose an increasingly significant threat.
Properties are becoming more vulnerable to physical risks such as:

Increased flooding: From heavier rainfall and rising sea levels.
Intensified storms: Leading to wind damage and storm surges.
Extreme heat: Stressing infrastructure and increasing energy costs.
Wildfires: Especially in fire-prone regions.

One groundbreaking study highlights the immediate and growing danger. Utilizing high-precision
flood risk modeling, it revealed that 729,999 retail, office, and multi-unit residential properties in the
contiguous United States are currently at risk of annualized flood damage. This number is projected to
grow annually by 8% over the next 30 years due to accelerating climate change impacts. The associated
structural damage is expected to increase from USD $13.5 billion annually to USD $16.9 billion over the
same period[3].

Financial and Market Risks

The financial landscape for real estate is becoming more complex. Research indicates that large U.S.
banks may be underestimating their CRE risks when considering only direct balance sheet exposures.
A recent study found that factoring in Real Estate Investment Trust (REIT) credit lines more than doubles
CRE exposure for the nine largest U.S. banks[4]. In a rising interest rate environment, the heightened
wrong-way risk—driven by declining values of pledged collateral and increased drawdowns—could
significantly impact the stability of both the broader financial system and the real estate market.

Technological Disruption

Technological innovation is rapidly reshaping CRE, introducing both significant opportunities and
notable risks that directly impact market stability. The advent of smart buildings, leveraging Artificial
Intelligence (Al) and the Internet of Things (loT), offers substantial operational gains, including enhanced
energy efficiency, predictive maintenance, and optimized space utilization, leading to lower operating
costs and improved tenant experiences. These advancements are becoming increasingly central to
competitive advantage in the modern CRE landscape.
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However, this increased connectivity introduces a critical vulnerability: cyber risk. With building systems
like HVAC, access controls, and surveillance becoming intricately linked to networks, a successful
cyber breach can have severe consequences beyond just data theft. It can lead to the disabling of
essential building functions, unauthorized access to secure areas, or compromise of surveillance
systems, thereby creating significant safety hazards for occupants and exposing property owners to
substantial liability. The integration of physical and digital systems means

CRE assets face an increasing threat from cyber-physical attacks, where digital intrusions directly
manipulate or disrupt physical infrastructure.

Most critically, the rapid pace of technological change means that older buildings face significant
technological obsolescence. Properties not equipped with smart infrastructure or lacking modern
digital capabilities risk considerable tenant attrition, as corporate occupiers increasingly prioritize
tech-enabled environments. According to JLL (2024), over 70% of corporate tenants now expect and
demand advanced technological features in their leased spaces. This places immense pressure on
legacy assets to undertake costly modernizations or face declining rents, reduced competitiveness,
and ultimately, devaluation within the market. This divergence in technological readiness creates a
widening gap, contributing to instability and bifurcation in the CRE market.

In short, as CRE becomes more digitized, tech-related disruptions are no longer abstract threats—they
directly impact asset value, operational continuity, and market confidence[5].

practical implications for risk managers in commercial real estate

To effectively navigate the evolving risk landscape driven by technology, climate change, and shifting
market dynamics, risk managers must adopt a forward-looking and integrated approach:

e Enhanced Due Diligence: Strengthen due diligence by evaluating not just traditional financials,
but also property-level climate risk, technological infrastructure readiness (e.g., smart building
systems), and cybersecurity posture of real estate assets.

e Dynamic Portfolio Management: Use agile portfolio strategies that respond to real estate-specific
trends such as ESG mandates, tenant demand for digital amenities, and regulatory changes
impacting property operations.

e Stress Testing & Scenario Analysis: Build CRE-specific models that simulate shocks such as
climate-related damage to assets, ransomware attacks on building systems, or market volatility in
rent and occupancy.

e |Interdisciplinary Collaboration: Collaborate across teams—property managers, real estate finance
professionals, climate scientists, and data analysts—to build more robust and context-aware risk
models.
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e Continuous Learning & Market Awareness: Engage with real estate-focused risk networks,
certifications (e.g., RICS, ULI, GRESB), and research to stay ahead of technological, environmental,
and tenant-driven disruptions.

See Appendix for a case study incorporating elements of real estate risks, their assessment, and follow-
up actions described herein.

conclusion

The real estate risk landscape is evolving at an unprecedented pace, driven by climate change,
technological advancements, and shifting market dynamics. Risk managers must adapt their strategies
to address these complex challenges effectively.

As the sector continues to transform, further research into the long-term impacts of climate change,
the role of technology in risk mitigation, and the effectiveness of new risk assessment models will
be crucial. The ability to anticipate and manage these evolving risks will be a key differentiator for
successful real estate professionals in the coming years.

Disclaimer: The author used GenAl in the research and editing phase of this article.

appendix: Landsec's climate and technology risk management in real
estate[0]

Landsec, one of the largest real estate companies in the UK, provides a compelling real-world example
that aligns closely with the themes and recommendations in this paper. Facing the dual challenges of
climate change and technological disruption, Landsec undertook a comprehensive overhaul of its risk
management strategy to address the evolving risk landscape in both its commercial and residential
portfolios.

Background

Landsec’s portfolio includes a mix of office, retail, and residential properties, making it highly exposed
to climate-related risks (such as flooding and extreme weather), shifting tenant demands, and
technological changes. Recognizing these threats, Landsec committed to adopting the Task Force
on Climate-related Financial Disclosures (TCFD) framework, aiming to bring greater transparency and
resilience to its operations.
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Actions Taken Synthesis

e (Climate Risk Assessment and Scenario Analysis: This case study demonstrates how the adoption of advanced risk assessment techniques,
Landsec conducted a two-year research initiative involving sustainability, finance, and insurance comprehensive data analytics, and proactive management strategies—core recommendations of this
teams to quantitatively and qualitatively assess climate risks across its portfolio. This included paper—can materially improve the resilience and performance of real estate portfolios in a rapidly
forward-looking scenario analysis to understand how climate change could impact asset values, changing risk environment.

operational costs, and tenant demand.

¢ Integration into Investment Decisions:
The company embedded climate risk data into its property investment, development, and
divestment decisions. For example, they adapted building services to manage higher cooling _
costs and reduced heating demand, directly responding to the types of climate-driven operational references
risks highlighted in this paper.

1. Capital Economics, Commercial Real Estate Outlook, 2024.
e Financial Reporting and Transparency:

2. National Association of Realtors, Impact of Remote Work on Housing, 2023.
Landsec began disclosing climate risk metrics in its annual reports, providing investors with clear, 3. First Street Foundation, The Cost of Climate Change: 2022 Report.
actionable insights into the financial implications of climate-related risks. This transparency aligns 4. Federal Reserve Bank, Financial Stability Report, May 2024
with this paper’s emphasis on data-driven risk management and comprehensive analytics. 5. Deloitte, 2023 Commercial Real Estate Outlook.
6. Creating financial transparency on real estate climate risk - TCFD Knowledge Hub
e Technological Modernization and Cybersecurity:
In response to the growing threat of technological obsolescence and cyber-physical attacks,
Landsec prioritized upgrading building management systems and enhancing cybersecurity
protocols—mirroring the need for risk managers to address tech-driven vulnerabilities as
described in this paper. S
author
Outcomes
Subhojit Dasgupta lin ] =]

e Resilience and Value Protection:
By proactively addressing climate and technology risks, Landsec has improved the resilience of
its portfolio, maintained tenant satisfaction, and protected long-term asset value. Their approach
has already generated positive financial outcomes and positioned the company as an industry
leader in risk-informed decision-making.

Subhojit is an Executive Director at JPMorgan Chase & Co., with 7 years at the firm. He
leads allowance and stress testing data preparation, advanced data analytics, and model
execution for wholesale credit risk portfolios. Subhojit ensures regulatory compliance
and risk reporting, with a strong focus on data governance. He has a special interest in
commercial real estate portfolios and the risks inherent in them. Previously, he was a Senior
Consultant at EY for 5+ years, advising top Wall Street banks on stress testing, Basel, and
Dodd-Frank mandates. Subhajit is also a mentor to junior professionals pursuing careers in risk management
and data analytics.

¢ Industry Leadership:
Landsec’s commitment to early action and transparent reporting has set a benchmark for the real
estate sector, demonstrating how integrated, forward-looking risk management can drive both
financial performance and stakeholder confidence.
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Synopsis

K Trust before scale: introducing LLMs to compliance,
one safe step at a time

Chandrakant Maheshwari

In a recent PRMIA webinar titled “Trust Before Scale: The Small Wins Approach to LLMs,” Chandrakant
Maheshwari outlined a structured framework for introducing Large Language Models (LLMSs) into
the regulated domain of financial compliance. The approach emphasizes limited-scope, repeatable
use cases that support operational reliability and regulatory defensibility. Based on implementation
experience across banking and advisory contexts, the framework addresses emerging risks in GenAl
deployment by prioritizing control and explainability over speed of adoption.

Rather than advancing broad automation strategies, the focus is on narrowly defined tasks that address
specific pain points, require no judgment substitution, and remain auditable. This discussion builds on
the webinar by examining how incremental, deterministic applications of GenAl can be incorporated
into compliance workflows while maintaining alignment with supervisory expectations.
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Intelligent Risk: So where do LLMs belong in compliance workflows today?
Chandrakant Maheshwari: Start at the bottom of the risk pyramid.

There’s no shortage of repetitive, resource-heavy, low-judgment tasks in compliance. Think address
parsing: many institutions still store legacy customer address data in unstructured blobs. Parsing those
into structured fields (i.e., Address Line 1, City, Zip Code) is tedious for analysts but ideal for a local
LLM. No judgment involved, just parsing.

Another great example: document segmentation. Compliance teams sit on decades of historical
memos, policies, and audit letters. These documents are rich in institutional knowledge but buried
in chaotic folder structures. An LLM can tag, chunk, and organize them into labeled sections “KYC
escalation,” “EDD criteria,” etc., making them instantly searchable.

These use cases don’t require creativity or decision-making. They require structure. And structure is
where LLMs can shine safely.

IR: You've said LLMs might become “the new Excel” in compliance. What does that mean?

CM: When Excel was introduced, it wasn’t revolutionary because of its underlying technology. It
became indispensable because it helped users automate calculations and clean data immediately
without needing to ask IT for help.

LLMs, if introduced responsibly, can do the same.

If a compliance analyst can use a local LLM to convert a messy audit memo into structured bullet points
or tag 300 pages of regulatory text into usable references, that’s an “Excel moment.” No boardroom
pitch. No leap of faith. Just usefulness.

But this only happens when LLMs are applied to problems people already understand and when they
perform that task with speed, accuracy, and full audit traceability.

IR: What about concerns over data privacy and unpredictable behavior?
CM: You don’t dismiss them, you design around them.

This is why | emphasize local, lightweight models like Mistral or TinyLlama. These models can run
entirely offline, without any cloud exposure. If you’re parsing PDFs or segmenting legacy policy docs,
there’s no reason to send data to OpenAl or Hugging Face. Keep it local. Keep it logged. Keep it
explainable.

And again, no decisions. LLMs in compliance should not replace the analyst; they should support
them. That means no autonomous memo generation, no SAR recommendations, no alert scoring.
Assistive, not authoritative. That’s the key.
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IR: What kind of structure helps ensure LLMs are governed appropriately in compliance?

CM: Think of LLMs like junior analysts. You wouldn’t let an intern work unsupervised; same rule applies
here.

Every deployment should be documented, versioned, and monitored. We’re seeing the rise of “model
cards” and “use case sheets,” internal documents that explain exactly what the model does, and what
data it does and does not touch. Prompts should be version-controlled like code. Outputs should be
stored with timestamps and linked to inputs.

More importantly, involve the three lines of defense:

e Frontline compliance should own deployment and escalation workflows.

e Risk teams should validate the model design.

e Audit should review usage logs and test repeatability.

That’s how you build cross-functional trust. Not with clever demos, but with process maturity.
IR: What'’s your advice to early-career professionals trying to break into GenAl in compliance?
CM: Don’t chase the most complex solution. Chase the most useful one.

The best way to break into this space is to understand why compliance operates the way it does. Learn
the value of explainability. Study how model governance works. Then pick a small pain point, say,
helping parse SAR narratives or auto-tagging case memos and show you can solve it well.

Remember: you’re not trying to be the smartest person in the room. You're trying to be the most helpful.
And helpfulness, when delivered at scale and with structure is what builds credibility in compliance.

IR: What’s next for this space and where do you see the real frontier?
CM: The next big step isn’t technical, it’s cultural.

We need to shift the conversation from “can LLMs replace compliance analysts?” to “how can LLMs
reduce the operational burden so analysts can focus on judgment and escalation?”

The real promise of GenAl in compliance isn’t automation. It’s liberation. Freeing humans from copy-
paste work. From digging through 300-page regulatory PDFs. From reformatting memos for the fifth
time.

That’s why | titled the talk Trust Before Scale. When teams experience even one “small win”: a model
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that segments documents correctly, tags memos usefully, or saves two hours a day, trust begins to
build. And when trust builds, adoption follows.

It won’t happen overnight. But in three years, the most successful compliance teams won'’t be the ones
who deployed the most models. They’ll be the ones who deployed them best.

Want to hear the full conversation?

Watch the webinar replay: RECORDED: Trust Before Scale: The Small Wins Approach to LLMs
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Synopsis

K The Holy Grail of a self-sustaining risk culture

Aoife Manstield

Scaling businesses do not have the time nor the resources to slow down for rework. Time to market is
critical, and a key enabler for pace is ensuring that all requirements are accurate and complete - both
at the point of design, and appropriate intervals thereafter.

In practice, this looks like a true partnership between lines - resulting in a skilled and supported first
line, that is just as comfortable navigating key regulatory requirements for the activities it performs, as
it is running the operation of the firm’s products and services. This way, first line teams are not over-
burdened, nor is there a default to regulation being a second line problem - or worse still, a blocker to
delivery.

Organisations that are smart about risk management understand that embedding the right culture
across all business lines is critical to balancing the ‘cost of control’ — compliance is not an after-
thought, because they’ve learned that this drives inefficiency.
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And for those who don’t crack the culture equation? Well, there’s little more painful than trying to
reverse-engineer regulatory requirements into a product that was seemingly ready to launch. That is,
other than launching it, and finding out the hard way why those requirements are mandatory in the first
place.

The most obvious (and frequent) indicator that an organisation hasn’t got that balance right is an over-
reliance on one-size-fits-all training - with no other meaningful support to upskill first line teams.

2. “BEvery time | try to talk to someone it’s ‘sorry this’ and ‘forgive me
that’...”

A great second line acts as a trusted, challenging advisor - with a working
relationship built on earned, mutual respect.

Well-intentioned efforts to preserve second line independence can lead to a flawed working relationship
with first line. Over the years, I’'ve had to remind teams to look at the sign over the door on the building
they’re entering - no regulator has ever required the price of independence to be a commercial mindset.

Anyone who has spent any length of time in financial services can attest to what an ineffective working
relationship with Risk & Compliance looks like - mutterings about ‘business prevention units’ abound,
urgent requests are flung over the metaphorical hedge at the eleventh hour, and interactions bear
the hallmarks of weariness and resentment. First line teams feel as if they are constantly told off, and
second line feels like the pal never invited to the party.

A great second line acts as a trusted, challenging advisor - with a working relationship built on earned,
mutual respect. There is no infantilisation of first line, second line is not treated as an obstacle - and the
mantra that underpins that relationship? ‘No surprises’ - which cuts in both directions.

3. “|[God]: 'Course it’s a good idea!”

Nothing stifles a positive risk culture faster than the inability to disagree. When undertaking effectiveness
reviews for boards or executive committees, a key step should always be reviewing materials for
evidence of challenge. Not only in terms of frequency, but response - are dissenting voices heard, or
dispatched without debate?

Echo chambers cause accidents, and senior executives are not infallible - people at all levels of the
organisation must have a genuine ability to ask questions.
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3. “Your arm’s offl”
“No, it isn’t ... it’s just a flesh wound”

Transparency is critical. If the worst happens, how your organisation responds will be just as important
as what went wrong in the first place - including the systems of review that kick in once the dust has
cleared.

The most effective post-event reviews are led with curiosity and firmly structured around the opportunities
for control enhancements - less ‘Colonel Mustard, in the library, with a lead pipe’, more ‘the amount of
weaponry lying around this mansion is a bit odd’.

Underplaying issues when they arise, or over-focusing on apportioning blame, can also frustrate the
ability to diagnose (and importantly stem) something worse before it happens.

3. “Strange women lying in ponds distributing swords is no system for a
basis of government”

And nor - unsurprisingly - is it an effective system of governance.

Organisations that manage risk well often have lean, agile governance structures that enable them to
focus on critical issues. Bloated, overly complex committee structures are inherently dangerous, and
can create more risk than they manage - providing a false sense of assurance through obfuscation.

Equipping decision makers to move quickly comes down to reliable, timely insights and data, and
clarity in key roles and responsibilities (including critical governance forums).

Being able to recreate or review why certain decisions were taken is part of operating in a regulated
environment — 'agile' and 'lean' are not synonyms for 'less robust', and often it's a lot harder to put

these simplified structures in place.

A great indicator for governance effectiveness is to look at the full cycle through the lens of ROI.
Questions to support that review might include the following:

e Are your teams spending a (dis)proportionate amount of time preparing materials?
e What is the total cost of your reporting cycle?
e What work is deprioritised to facilitate reporting?

e Do stakeholders feel they are getting appropriate value from the data they receive?
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An insightful, three-page report that actually informs decision making is worth multitudes more than a
300-page pack, unnavigable to a time-poor executive audience.

concluding thoughts

Achieving a self-sustaining risk culture shouldn’t feel like a mythical quest - it’s not buried in the depths
of dense committee reporting, nor guarded by a second line wielding “thou shalt not” proclamations.

It lies in the everyday, and the conscious choices you make on how you run your organisation - building
trust between lines, empowering meaningful challenge, maintaining transparency (especially when it’s
hard), and creating governance that works with and for the business.

While embracing these ways of working takes commitment and alignment across the whole organisation,
the longer-term strategic benefits of doing so are numerous - and might just make a Flying Circus feel
that bit closer to the Bright Side of Life...
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Synopsis

K Operational risk capital: challenges and opportunities

Peter Ding

Capital is a proven tool for promoting sound credit risk management by aligning risk-taking with business
strategies and optimizing risk-return profiles. Given its success in credit risk management, the industry
has sought to leverage capital to enhance operational risk management. However, applying capital
measures to operational risk is more complex due to the distinct nature of the risk, its interconnections,
and the obscure mechanism linking risk to capital. Effective capital implementation depends on robust
risk quantification; however, operational risk quantification remains an evolving field, with ongoing
efforts focused on developing objective, effective, and reliable approaches.

The Basel lll reforms phased out the previously adopted Advanced Measurement Approach (AMA) and
introduced a revised Standardized Approach (SA). Both qualitative methods—such as expert judgment-
based Scenario Analysis—and data-driven techniques, including the Loss Distribution Approach (LDA),
Bayesian networks, causal modeling, and recent advances in data science and Machine Learning,
offer encouraging prospects for significantly enhancing operational risk quantification. Nonetheless,
persistent challenges in quantification continue to hinder the effective use of capital in managing
operational risk. To address these complexities, capital measures must be applied with careful
consideration and tailored methodologies.
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distinguishing capital supply from demand

Capital supply refers to the eligible capital resources an institution holds to meet regulatory
requirements. It represents the amount of equity available to cover risk exposures and absorb
unexpected losses.

Capital demand is the regulatory capital required to cover specific risk exposures, reflecting the level
of risk the organization faces.

These are two sides of the same coin—capital. Failing to distinguish between supply and demand or
misapplying them can reduce effectiveness and even undermine the validity of capital allocation in
risk management.

It is important to recognize that the amount of capital supply is determined by accounting measures,
whereas the amount of capital demand is determined by either regulatory or internal capital metrics.
In practice, these two amounts are not destined to coincide. Ideally, an organization’s capital supply
should exceed demand by a prudent buffer to ensure capital adequacy and allow leadership to hold
some capital unallocated. Conversely, if an organization’s capital demand exceeds supply, it will need
to either reduce risks taken by its business units or product lines or take steps to increase capital.

functions of capital allocation and capital attribution

Capital Allocation: The distribution of available capital supply across different business units or
product lines to support strategic and risk management goals.

Capital Attribution: The identification of capital demand that is driven by specific risks, focusing on
unexpected losses.
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In short, capital allocation is more aligned with operational strategy, while
capital attribution relates to risk assessment ... Properly categorizing
risks, quantifying potential losses, defining risk ownership, disaggregating
losses among risk owners, and aggregating multiple risks to form a
holistic view of risk profiles all present significant challenges that must be
addressed for effective capital attribution.

The primary function of capital allocation is to guide risk-taking, ensuring risk exposures remain
within available capital capacity. By strategically distributing capital supply, organizations can align
business growth with risk appetite. Conversely, capital attribution measures risk-reward trade-offs to
optimize capital utilization.

In short, capital allocation is more aligned with operational strategy, while capital attribution relates
to risk assessment. In principle, capital allocation reflects an organization's risk appetite, as well as
its operational and risk control strategies, whereas capital attribution encompasses a series of robust
approaches for identifying, measuring, disaggregating, and integrating risks. Properly categorizing
risks, quantifying potential losses, defining risk ownership, disaggregating losses among risk owners,
and aggregating multiple risks to form a holistic view of risk profiles all present significant challenges
that must be addressed for effective capital attribution.

targeting mitigation by enabling capital assignees

To make capital an effective risk management tool, the ideal capital assignee is the risk
owner—responsible for risk-taking, monitoring, and mitigation actions. Credit risk has a clear

and straightforward ownership structure, where lending business units naturally take on these
responsibilities. In contrast, operational risk lacks a clear ownership structure, making it challenging
to identify appropriate capital assignees because operational risk is not a single risk but a collection
of diverse risks with distinct characteristics:

e Some operational risks are passive and cannot be controlled in terms of occurrence (e.g., natural
disasters, external events).

e Some risks have broad exposure across the organization, making ownership obscure and difficult
to identify (e.g., conduct risk).

e Some risks involve separation between exposure owners and mitigation actors (e.g., cyber risk).

e Mitigating certain risks requires multiple stakeholders and involves multiple systems and
processes (e.g., fraud risk, compliance risk).
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When ideal capital assignees are unavailable or cannot be identified, capital should be assigned to
the parties primarily responsible for risk control and mitigation actions.

tailoring capital demand solutions

Capital demand is generally assessed through Regulatory Capital or Economic Capital (EC). The
Basel Ill Standardized Approach (SA) for operational risk provides a high-level, all-encompassing
calculation with the Business Indicator Component (BIC) and Internal Loss Multiplier (ILM). BIC and
ILM cannot be easily and effectively allocated among specific capital assignees. While BIC, based on
operating revenue, can be attributed to revenue-generating business units, ILM —driven by historical
losses—does not consistently align with BIC or revenue-generating activities.

EC is typically calculated by risk stripes, but these do not align well with business units, and EC itself
may not directly correspond to BIC and ILM. As a result, neither Regulatory Capital nor EC can be
readily used for operational risk capital demand attribution without a tailored engineering solution
aligned with an institution’s business and risk management structures.

measuring effectiveness

The effectiveness of operational risk capital allocation and attribution in risk management can
be assessed by answering the following key questions. If the answer to any of these is “No,” a
reassessment of the capital application program may be necessary:

e Are there clear goals for operational risk capital allocation and attribution that align with the
organization’s strategic objectives?

e Does allocated operational risk capital supply influence the capital assignee’s risk-taking
activities, such as risk acceptance and mitigation actions?

e Does attributed operational risk capital demand appropriately reflect the capital assignee’s risk
exposures and management effectiveness?

e Does operational risk capital application impact how the organization directs financial,
technological, and human resources toward risk management improvements?
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conclusion

Leveraging capital for operational risk presents an opportunity to enhance risk management
effectiveness but comes with significant challenges that require a credible, transparent and firm-wide
approach for allocation and attribution. Understanding the distinct roles of allocation and attribution
and setting clear objectives are crucial for success. By using capital allocation to guide risk-taking
and capital attribution to assess risk management effectiveness, institutions can strengthen their
operational risk frameworks. Regularly reviewing key effectiveness questions ensures ongoing
improvements in capital application programs, ultimately reinforcing the organization’s overall risk
management practices.

Disclaimer: The author used Al assistance in the editing phase of writing this article.
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Synopsis

K The power of risk: a key element to effective strategy
genesis

David Hanley

Today’s world is arguably more dynamic and uncertain than ever before. Geopolitical risks and
economic volatility mean strategy is exposed to highly unpredictable environments, now the new
normal. The author argues that in the strategy domain risk has evolved from being merely a review tool
for senior management and boards to becoming a key element of strategy formulation itself. The article
emphasises the need for an increased methodical and thoughtful approach to strategy, highlighting the
growing criticality of the role risk plays as a key element in that process.

In the digital era one key element to keep in mind in strategy development is the uncertain environment
in which we operate. Kodak, Blockbuster Video, Nokia, Blackberry the list goes on, how much better
might these companies have fared if they had a strategy capable of surviving the uncertain environments
they encountered. More recently we have witnessed Covid 19, the Ukraine war, the failures of WeWork
and Silicon Valley Bank, and a new US administration sending shock waves across the world. Arguably
never has it been more important to understand what good strategy looks like in a VUCA (volatility,
uncertainty, complexity, ambiguity) environment. VUCA looks to be only increasing, and the same
can be said of the evolution further towards a TUNA environment (turbulent, uncertain, novel, and
ambiguous). Professor Stephan Meier, of Columbia Business school, put it well in saying:
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The prevailing VUCA/TUNA environment persisting today warrants a growing imperative to involve
iterative risk assessment as a core element in an entity’s strategy development cycle, respecting
Professor Michael Porter’s view that:

“The essence of strategy is choosing what not to do.”

why use a Strategy Development Framework (SDF)

There is little in terms of practical guidance on how do a thorough job on strategy execution. This is
not the case for some other imperative organisational disciplines. A good example of this is in the
banking Sector, where there is extensive regulatory guidance for the following:

e (Capital Management: Internal Capital Adequacy Assessment Process (“ICAAP”)
e Liquidity and Funding Management: Internal Liquidity Adequacy Assessment Process (“ILAAP”)
e Recovery and Resolution Management: Recovery Plan

In the broader corporate world, there are extensive materials providing guidance on Enterprise Risk
Management (ERM). The following are all good examples:

e (COSO - Enterprise Risk Management: Integrated framework (COSO, 2004)
e |SO 31000 - Risk Management Principles and Guidelines (ISO, 2018)
e CIIA - Three lines of defence model (2015)

The author has searched, and may stand to be corrected, but is not aware of any similar equivalent
guidance on strategy management or the collation of a Strategy Development Framework (SDF).
This absence of guidance presented as a practical challenge for the author over time and resulted

in a consideration of first principles to conceive of an SDF to a sufficient standard to pass regulatory
diligence.

core elements

A key focus in strategy formulation is to keep things simple and intuitive, as this lends itself to the
broadest buy in from all strategy touch points and stakeholders. Creating a bespoke SDF for an
entity can be extremely useful for the creator. It results in going back to first principles and builds an
effective means of enforcing discipline on the strategy development process. A key preliminary step
is to define the core elements of the strategy.
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These core elements form a foundation for the more detailed build out of a framework bespoke to the
entity. Moreover, the elements also provide a foundation for more detailed policies and procedures if
so required. In short, the elements are the spine of the Strategy Framework, Policy and Procedures,
which all form a powerful driver conveying a compelling logical intuitive approach for all those
touched by strategy execution.

In the opinion of the author an effective SDF should frame client deliverables, and the capability
required to deliver on customer propositions over time, and the commercial rationale. Another critical
element to strategy development that should be included in the SDF is a symbiotic risk review via an
iterative Strategy Risk Assessment (SRA).

The following is a stylised example of the core elements of an SDF which could be applied across
multiple industries, called the ‘3CR Model,’ illustrated below:

3CR Model
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Figure 1. 3CR Model of a Strategy Development Framework

The focus of this article is one of those core elements: risk assessment.

risk as a core element to strategy formulation

The author admits to being adamant that solid risk assessment is fundamental to thorough strategy
formulation, and has gone so far as to self-define a Strategy Risk Assessment (SRA) thus:

“The process by which the strategy of an organisation is formally assessed
for any potential risks implicit and explicit to that strategy.”
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Assessment can intuit the activity being an afterthought, it is critical however to note that the SRA
approach should be embedded in the very genesis of strategy. It is not a one-off exercise; it is an
iterative process aimed at continuous improvement.

Intuitively launching a strategy without bespoke risk assessment is an alarming thought. The reality
is that it happens. The author can testify as to the critical strength of risk in strategy genesis having
conducted numerous Strategy Risk Assessments (SRAs) identifying risks and mitigating actions
particular to new cyclical strategies.

Strategy Risk Assessment (SRA): how does it work in practice?

Workshops are set up with the lines of business and support functions focusing specifically on the
new strategy. In these workshops the front-line business and related support units consider the
detail of the strategy in the context of the core elements of the SDF. Workshops are supported by the
teams responsible for collating strategy and business controls. The strategy risk assessment process
enhances the identification of potential risks and mitigating actions bespoke to the new strategy.

The team will also be aware of the broader organisational material risk assessment/risk heatmap

and related scenario analysis. Together, the outputs from existing embedded risk processes and the
supplemental work carried out under the SRA assist the Board in the consideration and diligence

of the new proposed strategy. The value of the exercise becomes clear as critical issues emerge for
consideration that likely would not have presented otherwise. Matters such as capacity of resource
versus quantum of change, lack of detail on commercial rationale and deeper diligence on the
amount of group funding and technology requirements can be revealed. Outputs are captured and
documented conforming to pre-defined templates. A final collated pack is presented for review and
challenge by senior management and ultimately the board.

To the knowledge of the author, many entities never complete this express form of formal, symbiotic,
bespoke strategy risk assessment. It is of little surprise that it seems regulators are now becoming
keen to see evidence of a formal risk assessment of a term strategy, evidence of the importance of
the strategy risk management discipline. Forming a strategy without appropriate iterative diligence of
risk can be unwise if not fatal.

conclusion

One way to achieve more effective strategy is to create a bespoke Strategy Development Framework
for the entity. The core elements of the framework should be intuitive and not overly complicated. The
elements form the spine of the Strategy Framework and associated policy and procedures. In this
article, a ‘3CR’ example of such a framework was shared. Customer, Capability, Commercials and
Risk assessment formed the core elements.
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The purpose of this article was to argue the case for risk being a core element in an effective SDF.
Strategy is hard. Effective strategy execution demands disciplined preparation and a willingness
to recognise the challenges and face into them sooner rather than later. Effective strategy risk
management is helpful in identifying challenges that otherwise may have remained opaque. The
power of strategy risk assessment for strategy decision development is in the contemplation and
simulation, not the prediction. It is the contemplation and simulation that typically results in an
evolution towards a more robust strategic approach.

Given the prevailing and increasingly uncertain environment it is argued that risk now warrants
focus as a core element of strategy genesis, not just some form of post strategy completion review.
Incorporating iterative risk assessment into strategy development also affords unique opportunity
to enhance thorough cross departmental collaboration. Frame the strategy, game the strategy, and
celebrate ownership and buy in to the strategy.
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Synopsis

K Strengthening nonprofit strategy with ECL thinking

Katlego Majola

Imagine a humanitarian organization—thriving one day, then losing its core funding almost overnight. A
key donor country shifts foreign policy, and the devastating blow lands. Yet, the writing had been on the
wall: months of political tension, public statements, and delayed grant renewals were all early warning
signs. Without a system to interpret these critical signals, the organization was needlessly blindsided.

This scenario is far too common. Many nonprofits still rely on backward-looking tools—like historical
budgeting or static forecasts—that consistently miss the early signs of change. Shifts in donor behaviour,
economic downturns, or geopolitical disruptions are not isolated events; they often compound. The real
issue is not inherent uncertainty; it is our tendency to treat foreseeable risks as unexpected surprises.
This is precisely where Expected Credit Loss (ECL) thinking becomes essential.

Originally designed for financial institutions, ECL offers a powerful framework for nonprofit leaders, risk
managers, and board members ready to move from reactive crisis management to proactive resilience.
Whether you lead a global humanitarian operation or a vital local community organization, adopting an
ECL mindset can help you anticipate disruptions and strengthen long-term sustainability.
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ECL in plain English

Think of Expected Credit Loss as your organization's financial weather forecast. Instead of passively
waiting for a funding storm to hit, you actively monitor early indicators—like consistent donor
payment delays, slowing grant pipelines, or broader economic shifts—and plan accordingly.

Traditional planning might simply project: "We raised $1 million last year, so let us plan on $1 million
this year." ECL thinking, however, prompts a more strategic question: "Based on current trends

and early indicators, what are three likely funding scenarios for the coming year, and how will we
strategically respond to each?" For example, a humanitarian organization could proactively track
foreign aid sentiment, regional instability, or legislative changes to spot potential funding threats in
advance. This foresight enables pre-emptive action, such as aggressively diversifying income streams
or strategically adjusting program timelines before the storm arrives.

why foresight matters?

The COVID-19 pandemic illustrated this need. Many nonprofits watched funding dry up while
demand for their services skyrocketed. Few possessed the tools to truly anticipate the crisis's
financial impact. A 2021 study of over 1,000 African civil society organizations revealed widespread
financial strain, and by 2022, nearly half of U.S. nonprofit leaders still feared for their economic
viability.

Building true resilience demands more than just hope; it requires a robust framework for anticipation
and preparation. ECL provides precisely that. While its origins lie in the IFRS 9 accounting standard
for estimating credit losses, ECL’s core principles—early warning systems, dynamic scenario
planning, and continuous risk review —translate seamlessly and powerfully into the nonprofit sector.

Effective uncertainty management is not about perfectly predicting the future; it is about preparing
intelligently. ECL empowers nonprofits to establish practical early-warning systems to spot trouble far
ahead of time.

common early indicators

Look for recurring delays in receivables from major institutional funders, a sustained decline in donor
renewal rates, or negative trends in grant pipelines. Additionally, keep an eye on volatility in currency
exchange rates that could impact funding value, and significant shifts in geopolitical dynamics
signalling potential interruptions to commitments. Even simple dashboards or spreadsheets tracking
just 3-5 of these indicators monthly can provide your organization with crucial lead time to act before
minor issues escalate into major crises.
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scaling ECL thinking

You do not need complex financial models to embrace ECL thinking. For nonprofit organizations,
adopting a lightweight version focused on financial funding risks can be incredibly effective. Here is
how even smaller organizations can implement this approach:

1. Identify your top 3 funding risks

Think broadly, considering both internal vulnerabilities (e.g., reliance on a single major donor,
expiring multi-year contracts) and external threats (e.g., high inflation, global recession, regional
conflicts, upcoming donor country elections).

Ask: What specific events could realistically cut off or significantly delay your biggest funding
streams?

2. Set up monthly tracking
e Utilize simple, accessible tools to consistently monitor your chosen early indicators.

e Pay close attention to patterns—a repeated delay in donor contributions, for instance, should
immediately signal a need for deeper investigation.

e Also, track relevant macroeconomic indicators (unemployment trends, GDP growth) that might
indirectly impact your funding environment.

3. Plan your risk response

Dedicate one hour quarterly to structured "What if?" discussions.
e For each of your top risks, develop concrete response plans.

e Ask: If your largest institutional donor unexpectedly cuts funding, what is your Plan B? Who
needs to be informed? What programs can be temporarily delayed, scaled down, or paused
without jeopardizing your core mission?

Tip for small teams: Appoint one person to champion this effort. Frame it not just as "financial
control," but as "mission protection" —it's about ensuring your vital work can continue even when the
world gets rough.
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who should drive ECL adoption?

In larger organizations, risk managers are ideally positioned to spearhead this work, collaborating
closely with finance and program teams. In smaller nonprofits, this responsibility often falls to
executive directors, CFOs, or dedicated board members with oversight of strategy and funding.
The critical element is ensuring ECL thinking becomes an integrated part of everyday planning and
strategic decision-making at all levels.

Start small, but start now:

e List your organization's top three funding risks.

e Pick just two to three key early warning indicators to track consistently.

e Schedule a dedicated 60-minute quarterly discussion focused on "what might happen next?"

Over time, this deliberate habit will cultivate a robust culture of foresight and flexibility —transforming
uncertainty from a threat into a powerful strategic advantage.

conclusion

ECL thinking is not about achieving perfect prediction; it's about robust preparedness. In a world
where disruption is the new normal, nonprofits can no longer afford to plan with blinders on. By
adopting ECL, you are not just surviving; you are building the inherent resilience to truly thrive. So,
what is one risk indicator your organization can start tracking this week?

Disclaimer: The author used Al tools (Google Bard to refine sentence clarity and Grammarly for grammar
editing) during the drafting process. The content is entirely the author’'s own work and was thoroughly
reviewed and verified for accuracy.
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K De-risking business processes using fishbone
diagrams

peer-reviewed by

Venkat Srinivasan

Adam Ennamli

Ishikawa diagrams are causal diagrams created by Kaoru Ishikawa to show the causes of a specific
event. The Ishikawa diagram was developed by Kaoru Ishikawa, a Japanese engineer, during the 1960s
as a way of measuring quality control processes in the shipbuilding industry. They resemble a fish
skeleton, with the "ribs" representing the causes of an event and the final outcome (problem) appearing
at the head of the skeleton. The purpose of the Ishikawa diagram is to allow management to determine
which issues have to be addressed in order to gain or avoid a particular event.
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Figure 1. Example of Fishbone diagram

Processes break down when you least expect (Murphy’s law). A fishbone diagram can help you look
at the different factors which led to the issue and help

1. Agree on the problem and write a problem statement which goes into the ‘head’ of the fish

2. Decide on the categories of the causes of the problem. These categories could be systems,
processes, people and general environment for example. Stamp the categories as branches from
the main spine of the fish.

3. Determine causes under each category for why this happened. The group needs to ask the
question — Why did this happen? Further downstream analysis is explained in the next section.

Box 1: Step 3 in action - The 'London Whale'

In 2012, a USD $6 billion loss by JPMorgan Chase shocked the financial world. The incident, called the
‘London Whale’ scandal, was caused not by market volatility, but by an Excel error. A manual error led

to a massive miscalculation of the bank’s exposure to complex financial instruments. This could be a
good candidate for drawing a fishbone diagram with the head of the fish reading as ‘Error in Treasury risk
Assessment’ with categories as processes, people, controls and infrastructure.

Given the manner in which processes are visualized in a fishbone diagram, one can easily determine
if some part(s) of a setup require improvement. The fishbone diagram holds some unique advantages
in this regard. It can help identify those opportunities in an actual context — the core process.
Furthermore, using a fishbone diagram over multiple iterations of some change can help you visualize
how that change is affecting other, connected processes.
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If an organization were to design a process for Six Sigma, a logical starting point could be a fishbone
diagram, thereby ensuring that one has captured all of what goes into the process — success or
failure. There would be a high comfort level that all components of the process have been included.

concept application

Here we take the case of teller operations at the branch of a bank. The bank figures out that the
average wait time at the counter is 15 minutes which is way above what a customer, or for that
matter the bank, would want. The problem tends to get compounded during the first week of the
month when salaries are credited to customer accounts and there is a spurt of withdrawals and other
payment requests such as utilities and opening of time deposits for which customers visit the branch.
The risk to the bank is that customers may move to a competitor due to the poor service levels at the
branch. They form a brainstorming team which comes up with the following fishbone diagram:
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Figure 2. Fishbone diagram applied to teller operations

This diagram gives a 360-degree view of the problem and what needs to be done. What the team
needs to do is to now assign a probability to each of these events (those which are quantifiable) and
the number of customers affected so that they can measure the results pre and post the corrective
action. One may end up with several line items to de-risk customer satisfaction and attrition so

the bank may assign a probability and weight to each line item (based on number of customers
impacted) and decide to address the items in the order of weight descending.

Now, addressing this may need multiple actions such as transitioning customers to electronic
channels, improving systems performance, changes in policies, training and additional staffing
through rotation. This would be best known and handled by the organization doing the fishbone
exercise. Once these corrective actions have been implemented, one may still be left with some
residual risk. The residual risk would be the probability of that event happening after corrective
actions. Management then decides whether the organization can live with the risk.
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For example, ‘spurt during the 1st to the 3rd’ may be impacting the largest number of customers
and may end up with the highest weight. Several branches across banks have ‘Customer assisted
terminals’ at branches, so anybody visiting the branch can do a balance enquiry or deposit at these
terminals with some help from the branch as a straight-through process, thereby reducing the
pressure on tellers due to the spurt. This could be a risk mitigation measure for the spurt event which
would however require investment in new technology.

conclusion

The fishbone diagram is easy to construct, flexible and helps to find the root cause of problems.
What it requires is a fair amount of time and effort from various stakeholders to come up with a
diagram that captures almost all of what is required to address the problem. For a risk manager this is
a good solution to have in the toolbox when looking at underlying processes and ways and means to
de-risk. The fishbone is an effective mapping device for processes such as loan origination, domestic
and cross-border payments, understanding handshake risks between front-, middle- and back-office
in treasury operations. It is left to the imagination of the risk manager on how best to construct and
use the tool for risk mitigation.
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Synopsis

K ‘Al for risk’ or ‘risk of Al’ —adopting Al in risk and
compliance

Saptarsi Ray

Artificial Intelligence and Machine Learning (Al/ML) is now seen as being the primary driver for future
productivity gains across industries, and financial services in particular. The risk and compliance
function has been relatively slower to adopt new technology than other areas but probably for the right
reasons.

At the same time, risk and compliance has been under pressure to ‘do more with less’ to manage the
ever-evolving typologies of risks in the financial services industry and comply with too many regulations
without letting the rigor of risk monitoring drop. The new concepts coined by the regulated entities and
regulator alike are testimony to that future journey (see Box 1).

While Al/ML can help risk and compliance, it brings its own set of challenges like a lack of transparency
and risk of bias that pose significant challenges in a strictly regulated industry like financial services.
Hence, it is imperative to design and implement the proper security guardrails to reap the benefits of
Al without compromising standards.

This article looks at a comprehensive set of AI/ML business use cases for risk management,
considerations to be made by the financial institutions and a due-diligence based approach for adoption
based on a thorough cost-benefit analysis.
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Box 1: Definitions

‘Compliance by design’ is a proactive approach towards compliance where compliance requirements are
woven into the design of systems and products.

‘Regulation as code’ ensures regulation can keep pace with speed of technological innovation and promotes
compliance as it allows computers to understand regulations encoding those as machine readable code.

Al/ML buiness use cases for risk and compliance

Al and ML may be leveraged not only to automate routine activities but also generate data driven
insights and flag early warning signals that may help to proactively manage risks. We, as risk
practitioners, have experienced specific challenges that different financial institutions have faced
where Al/ML can help either to improve efficiency, reduce costs or augment the capability of decision
making.

The institutions that have already take a plunge have used a thorough
cost-benefit analysis and adopted a proper due diligence approach ...
implementation has also been in a phased manner backed by proof-of-
concept.

In the last few months during my conversations with CROs and their senior stakeholders in the risk
and compliance team, interest is clearly rising in leveraging Al/ML to bring value to their department
and the overall organization. However, the teams have been cautious in their approach and adopted
a due diligence-based approach based on cost-benefit analysis to ensure return on investment (ROI).
Below are several practical Al/ML business use cases across different risk typologies based on my
recent conversations.

It is worth double-clicking on the application of Al/ML techniques for validation and preparation of
market data for market risk calculations.

Financial institutions face challenges with data quality and reconciliation issues (with fragmented or
incomplete data) involved with the market data procured from data providers and must use complex
bootstrapping or forward fill methods that incorporate latency and human error leading to incorrect
portfolio valuation. Al/ML techniques (Random Forest, K-means clustering, Autoencoder for example)
may be used to screen historical data to identify specific signals or anticipate market movements.
They can also run simulations using ML/NLP learning to identify new patterns or outliers and
establish connections of market parameters with asset prices that are not otherwise evident.
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Table 1. AlI/ML Use Cases in Risk and Compliance

Enterprise risk = Generate scenarios for Operational and IT resilience (BCM)
management and *  Automate drafting policies and procedures partially
operational risk =  Automate audit and control test
management =  Generate synthetic loss data to complement internal loss data for Operational Risk
Management loss data analytics
Compliance risk =  Parse large regulations, interpret key requirements and map against policies to identify gaps
= Act as virtual regulatory and policy expert by training to answer guestions on regulations /
policies
= Automate checking of regulatory compliance and provide alerts for potential breaches
Financial crime = |mprove predictive capability to detect fraud and identify new patterns
=  Analyse large set of transaction data, customer profiles to identify suspicious activities
=  Generate suspicious activity reports
= |ntegrate external media and social information with watch-list for sanctions screening
Credit & = Al algorithms may improve precision of predicting default probability and loss severity
Counterparty credit | = ML algorithms excel in analysing vast socio-economic data sets to identify subtle patterns
risk and correlations that may escape traditional analysis
= Al may integrate automation and near real time analysis especially of SME and corporate
clients to enable faster yet better credit decisioning
*=  Generate early warning signals using predictive capability of ML and devise proactive
approach for collections
=  Draft credit memo and contract
= |dentify connected counterparties and stress testing to explore possibility of systemic
default
Market risk = Screen historic market data to anticipate market movements, discover ‘errant” patterns or
outliers and plug data gaps using data imputation technigues
=  Traders may leverage Al for efficient, customized investment advices by uncovering hidden
connections between assets and their price movements to achieve desired positions, getting
real-time warning signals and using sentiment analysis to gauge public sentiments about
companies and markets
» Generate potential and plausible scenarios and improve stress testing results by applying
correlations accurately
Liquidity risk = Al may help to predict liquidity positions more accurately by improved scenarios, accurate
simulation of dynamic cashflows
= |t may also help to improve the behavioural models
Model risk = Al models can train on historical data and ensure that the models continuously improve to
remain accurate
= |t can also automate monitoring of model performance and generate alerts
= ML may be leveraged to test market models
= Al may also help to draft model documentation and prepare model validation reports
Cyber risk =  Check cybersecurity vulnerabilities, help in red-teaming (simulating attack scenarios) and
improve detection of security incidents
ESG & Climate risk =  Automatically generate reports on ESG and sustainability
=  Automate data collection for counterparty transition risk assessments and generate early-
warning signals based on triggering events
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cases of Al adoption in risk and compliance

Interactions with risk and compliance leaders show that few of the leading financial institutions
have already invested in developing such use cases while the others are in the process of seriously
assessing the benefits against the costs and risks involved in leveraging Al.

Interactions with risk and compliance leaders show that few of the leading financial institutions
have already invested in developing such use cases while the others are in the process of seriously
assessing the benefits against the costs and risks involved in leveraging Al.

The institutions that have already taken a plunge have used a thorough cost-benefit analysis

and adopted a proper due diligence approach. Some of the institutions have set up committees
comprising of senior executives who have evaluated each proposed business use case by various
departments and have acted as the gateway to ensure that the projects are taken up based on
practicality, not merely overzealousness. Implementation has also been in a phased manner backed
by proof-of-concept.

Below lists such use cases implemented by several leading financial institutions in recent times:

JP Morgan Chase (JPMC) is using LLM in Fraud detection and in sanctions screening

e JPMC has also implemented IndexGPT, a generative Al based tool to create tailored investment
portfolios and strategies for individual clients’ unique goals and risk tolerances

e JPMC has also developed Al driven credit scoring models to predict the loan defaults better and
identify the credit-worthy customers

e JPMC is using Chat-GPT based model to analyse Federal Reserve’s directions in policy changes
and trading

e (Citibank’s automated process discovery (APD) helped them to improve risk assessment and
decision making

e Broadridge is using BondGPT to improve portfolio construction and bond selection
e BNYM is helping wealth advisors to build actionable insights for customers
e Morgan Stanley is using Gen Al to help financial advisors to answer investor’s queries

Next are further details on the top two cases to explain how different the current solution is from the
traditional one and how it adds value to JPMC.
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1. Fraud detection engline

As the traditional fraud detection is reliant on manual analysis and rules, it lagged evolving cybercrime
tactics and resulted in false positives, client dissatisfaction, or false negatives, exposing the bank

to financial and reputational risks. This challenge continues to grow due to the inorganic growth in
volume and complexity of the transactions.

JPMC implemented machine learning algorithms and predictive analytics to process vast datasets
and learns from historical fraud patterns and thereby continuously evolves to counter new threats.
Key components of this solution include machine learning models trained on historical transaction
data, real time monitoring of transactions, swift detection and response, natural language processing
to scan unstructured data like communication logs to detect fraud and behavioural analytics to
identify deviations from typical patterns.

Key capabilities such as anomaly detection, scalability and adaptive learning helped JPMC to
realize benefits in terms of improved regulatory compliance (e.g. global AML standards), increased
operational efficiency and enhanced confidence of its clients to protect their assets.

2. IndexGPT

Traditional investment strategy, based on a mix of historical data, financial models, and expert
judgment, though effective, had its limitations in terms of scalability and offering ultra personalized
strategy.

IndexGPT is built on the principles of generative pre-trained transformers and uses sophisticated
algorithms to analyse market data, predict trends, and suggest optimal portfolio allocations for
clients. IndexGPT’s key capabilities, such as personalized portfolio design, real-time market analysis,
diverse asset coverage and predictive insights, extends beyond traditional portfolio management
tools by offering real-time updates and adaptive strategies that align with clients’ evolving financial
goals and market conditions.

choosing the right Al solution

As there are numerous Al solutions available in the market, it is crucial that a financial institution
develops a comprehensive selection framework based on its priorities (functional and technical
features available, ease of integration with other systems, availability of skills, time to market, pricing
and the future product roadmap) and relevance to the critical requirement of the risk management
and regulatory compliance (key functionalities) it is expected to satisfy.

It is equally important that the financial institution works out the details around a viable operating
model (preferably a RACI matrix) to establish the ownerships and demarcate the responsibilities on
how the solution should be supported and maintained moving forward. Those details may go into the
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legal and commercial agreement with the vendor and should also include the details of IP ownership.

Financial institutions must develop a comprehensive governance framework to implement and
monitor usage of Al/ML. This must be a board room topic and driven from the top to ensure that all
the security standards are adhered to and there is no compliance breach in terms of data privacy
and security in the over-enthusiasm of quick implementation process. They must take a cautious and
due-diligence based approach to analyze the costs and benefits of each business use case and take
a pragmatic view before investing.

Box 2: Questions to ask for Fis considering Al

e Has the institution established a formal governance structure and formal process to prioritize and select
the risk & compliance business use cases?

e Does the institution have a proper vendor selection and procurement model to take care of the legal and
commercial aspects to establish ownerships for vendor provided solution?

e Has the institution implemented proper security guardrails to ensure that the solution complies with the
security standards expected by the regulators?

e Has the institution understood the skills / capabilities required to develop and maintain the Al based
solution and established a center of excellence to cater to it?

Finally, they should keep in mind that AlI/ML should be used to automate certain tasks but must
be validated and approved by experienced individuals to take the decision. Otherwise, cases like
Citibank’s algorithmic trading blunder in recent times will continue to haunt them and may cause
severe reputational damage.

conclusion

Al is Hobson’s choice for financial institutions, risk and compliance is no different. Al comes with so
much promise that it is no longer a choice for financial institutions not to use it. However, they must
ensure that the security guardrails are implemented properly and the right approach is adopted to
reap the benefits without falling on the wrong side of the regulators and other stakeholders.
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K CDS shenanigans in the SEC crosshairs

oeer-reviewed by Pete VVatev, Pawan Jain, Manu Gupta

Chandrakant Maheshwari

Credit default swaps (CDS) were meant to be a form of insurance. Protection buyers pay premiums
to protection sellers, and in return, they receive a payout if the underlying borrower defaults. Simple,
right? Well, as with all things in finance, the devil is in the details. Enter the realm of opportunistic CDS
strategies.

Before the Securities and Exchange Commission (SEC) stepped in with Rule 9j-1[1] in 2023, such
manipulations had undermined the credibility of the single-name CDS market (and potentially also
the CDS indexes like CDX and iTraxx), potentially affecting liquidity and volatility in CDS markets.
Let’s looks into some examples of CDS-related pretzel-twisting intended to either trigger or prevent
triggering CDS payouts.

Hovnanian

Hovnanian's engineered selective default in 2018[2] was one of the more egregious examples. On top
of that, in exchange for favorable financing from GSO Partners (the CDS protection buyer in this case,
having purchased $333 million[3] of CDS protection on Hovnanian debt), Hovnanian agreed to create
a CDS-auction-deliverable low-price bond[4] that would likely result in a low CDS auction final price,
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auction final price, effecting a high recovery rate on CDS. This higher recovery rate is of course great
for a CDS protection buyer who is net-short the credit.

All this wasn’t just about triggering a CDS payout (via creating a ‘credit event’ by the corporate
borrower deliberately missing a coupon payment), and then making that payout bigger (via creating a
low-rice auction-deliverable bond). It was also about market integrity in the single-name CDS market.
GSO settled with the CDS protection sellers, and some may presume it did so in exchange for a
payment from CDS protection sellers.

iHeart and Codere

Similar cases were the failure-to-pay credit events that were triggered by deliberately missing coupon
payments by iHeart Communications[5] and Codere[6]. A different strategy favoring CDS protection
buyers is called net-short debt activist and was illustrated by Aurelius Capital in 2017 which
eventually led to Windstream Holdings filing for Chapter 11[7] after Aurelius filed a petition for the
debtor's involuntary bankruptcy.

McClatchy

Such opportunistic strategies help the CDS protection buyers, but let's not forget about the CDS
protection sellers. Take McClatchy, whose 2018 refinancing efforts[8] were financially aided by a
CDS seller and led to a reduction in the amount of qualifying debt, which in turn affected the payouts
on CDS contracts. This move was seen as an opportunistic strategy to minimize payouts to CDS
protection buyers[9].

Supervalu and Neiman Marcus

The saga continued with Supervalu in 2019[10], where the company's debt restructuring efforts were
perceived to manipulate the CDS market via a technique referred to as “CDS orphaning”. Similarly,
Neiman Marcus in 2019[11] also engaged in a debt restructuring efforts that may be perceived to be
an opportunistic strategy to reduce the notional size of its CDS contracts and limit payouts to CDS
buyers.

rule 9j-1

Fast forward to August 2023, when the SEC steps in with Rule 9j-1. It aimed to curb engineered
CDS transactions through application of anti-manipulation prohibitions[12]. However, the SEC did
not lay down specific triggers for Rule 9j-1 applicability and instead adopted wording that indicated
a broader fact-based inquiry approach to be employed when determining whether a purported CDS
manipulation has a “bona fide” commercial need.

Consequently, the SEC’s choice of language may have been interpreted by single-name CDS
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market participants as giving the SEC the discretionary powers to interpret Rule 9j-1 either broadly
or narrowly. This flexibility at the expense of clarity may have had the effect of scaring off not only
obvious CDS manipulative behavior but also some legitimate transactions that could have been
potentially characterized by the SEC as manipulative.

key takeaway

The participants in the vast single-name CDS marketplace are swaps dealers (some of which

are subsidiaries of major global banks), banks, insurance companies, non-financial corporations,
pension funds, hedge funds, and asset managers[13]. They all would get to benefit from SEC's Rule
9j-1 which aimed to clean up the opaque single-name CDS market’s worst manipulative practices.
The SEC has alerted CDS market participants that it is keeping an eye out for opportunistic CDS
strategies and that it now is better armed to police them. Whether Rule 9j-1 has truly tamed the
single-name CDS market, only time will tell.
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| work as a risk manager, and my professional instinct is to observe how processes are built—whether |
am at work or not. Even when | am on vacation, | can't help but notice when something goes wrong in
the system. Once, while dining at a beach café, a server with a clearly unhappy face slammed my glass
of fresh mango juice onto the table so hard that juicy yellow splashes flew in every direction. He served
the hot dish just as abruptly. | thought: there's a clear lack of employee engagement.

The café was right on the sand. For some reason, the servers wore Crocs, and with every step, dry
dr. Manu Gupta Eﬂ @ sand shot through the holes like a fountain. As my server approached, my long skirt became a target
for his sandy shoes. | wondered—does no one here think about customer experience? After all, the
customer journey has long become a battleground in the war for attention in today’s oversaturated
market. Give just a little more than the client expects, and you have already won. Then again, maybe
the customer experience team was doing its job well—and the problem lies elsewhere. Perhaps the
poor guy was just deeply uncomfortable, with hot sand blasting between his toes inside those Crocs.
But if that is the case, why has he not said anything to his manager? Is he afraid? Or has he given up,
thinking it’s pointless?

Dr. Gupta serves as Vice Provost and Dean of Graduate Schools at Virginia Commonwealth
University. He has over 18 years of academic leadership, teaching and research experience
in finance. Dr. Gupta's scholarly work focused on CEO compensation design, law and
finance, corporate governance, and risk management.

Miscommunication risk is one of the most common—and underestimated—hazards in any organization.

peer—reviewed by It shows up in the cracks between managers and their teams, across departments, or in dialogues
. with external partners. And here is the key: the risk of misunderstanding is not just about relationships
Abhishek GUpta anymore—it is about the inability to align around a shared strategic goal. When it was time for dessert
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| suddenly lost all interest. The waiter, with a tired shrug, said he had to “go check” what ice cream
flavors were left. That was it. Appetite gone. | could not help but think—if you’re selling a product,
shouldn’t you know it by heart? Rule number one in sales: know your product.

people drive vision

As Steve Jobs famously said, people don’t need choices—they need a great product. So why do we
still need salespeople in shops, travel agents, or servers in restaurants? After all, dessert names can
easily be listed in an app, and orders sent straight to the kitchen, just like food delivery services do.

And yet... restaurants still have servers. They are everywhere. Working, chatting, smiling (or not), and
collecting generous tips. Why?

Every time a company brings up commercial risk or the risk of lost profit, | always return to the same
questions—about people.

1. Do they truly understand their role?
2. Do they see how their role benefits them personally?
3. Do they share the company’s values and culture?

What happened next would have sounded like a joke—if it had not happened to me. A completely
different server brought over my bill, and it was way lower than expected. | had a good idea of what |
owed (and yes, the Tom Yum soup was excellent), so | instinctively started scanning the items. None of
it was mine. They’d mixed up the checks between tables.

And that’s where it gets real. This one small error could have cost them more than a few missed baht.
First, they would come up short at the end of the month. Then, to cover the gap, the blame (and the
deduction) would likely fall on an already unmotivated employee.

Unchecked processes are not just a financial risk—they quietly sabotage your strategic goals. Because
at the end of the day, it is people who drive the company toward its vision—not the other way around.

from the beach to the boardroom

Gallup’s State of the Global Workplace (2024) found that 77% of employees are not fully engaged at
work, with many lacking clear goals. This lack of direction often leads to inefficiencies in processes and
lackluster customer experience. When employees do not understand their role in the bigger picture, it
shows in their work.
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Risk culture is about direction—where you are going and how you make decisions to get there. But
it is also about safeguarding the bottom line and promoting an optimal business model, balancing
risk against reward. And that’s exactly where the breakdown in this café’s operations occurred. The
employees, without clear goals or a sense of purpose, were simply going through the motions, lacking
engagement and making mistakes that harmed both their performance and the customer experience.
A significant risk to the café as a whole.

This brings us to the real question: Are we in second line of defense risk management doing enough to
build a strong risk culture before it is too late? The answer goes beyond just identifying and calculating
risks; it’s about fostering a culture where every employee, from top leadership to front-line workers,
understands the risks they face and their role in mitigating them.

Strengthening risk culture requires commitment from all levels of the organization, not just from senior
management or the risk department. It is a shared responsibility. Just as the absence of clear direction
contributed to poor service at the café, a lack of alignment within a company can lead to missed
opportunities and unforeseen risks.

foundational risk culture is not a croc

How can top leadership ensure that every member of the organization is contributing to a strong risk
culture?

1. Lead by Example
Senior management must model the desired behaviors. When leadership prioritizes transparency
and accountability, it sets a standard for the rest of the organization.

2. Educate Employees
Employees at every level need to understand the risks the company faces and how their role
contributes to managing them. Regular training, open communication, and clear expectations
help build a risk-aware culture.

3. Foster Open Communication
Employees should feel comfortable discussing potential risks without fear of punishment. An
environment where risks are openly addressed leads to better decision-making and a stronger
overall strategy.

4. Set Clear Goals Aligned with Risk Management
Everyone in the organization should understand how their personal and professional goals align
with the company’s objectives. Clear goals provide direction and ensure that every action taken
contributes to the greater success of the organization.

Imagine how this café could have improved its performance if a strong risk culture had been in place.
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First, employees would understand the importance of consistent service and the impact their behavior
had on customer satisfaction. With a risk-aware culture, the servers might have been more engaged,
had clear expectations for their roles, and been empowered to contribute to improving customer
experience.

The café could have reduced operational inefficiencies by implementing better training programs and
aligning individual goals with the company’s mission of delivering exceptional service. For example,
the staff could have been trained to anticipate customers’ needs--like knowing the ice cream flavors
without needing to check, reducing delays and improving the overall experience. By creating a sense of
ownership in each employee, the café could have minimized the risk of mistakes—such as overcharging
or undercharging—and maximized customer loyalty.

Additionally, as the team’s performance improved, the café could have considered expanding, possibly
opening new branches with a standardized, risk-conscious approach to service. The result would be
not only improved customer satisfaction, but greater market share and enhanced profitability, ensuring
that the business scaled effectively while managing risks and opportunities.

risk management is a beach

And in the end, there are two questions that truly help improve risk culture. They have nothing to do
with “likelihood” or “severity.” It is about your behavior when no one is watching.

As a risk manager, here is the question | would have asked the servers: Does the way you work—
your behavior, your attitude—help you move toward your own personal goals, alongside the goals of the
company that brought you here in the first place?

And to the owner, | would ask this: Do your decisions truly move the company toward its strategic goal—
and do the steps you take along the way reflect the values you claim to stand for?

Because risk culture is not written in policies—it is revealed in everyday choices, and most of all, in the
decisions you make.

Disclaimer: The author used ChatGPT in the editing phase of this article and to structure some content.
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Synopsis

K A short history of measuring market risk in banking

Nadia Al Qassab

Undeniably VaR is a risk metric used extensively by risk managers and investment professionals. It
simply answers the question: how much can be lost? VaR attempts to answer this question by stating
the potential loss in the value of a portfolio over a predetermined time period for a given confidence
interval. The shape of the loss distribution, especially in the tail, can push losses much higher than VaR
indicates.

Value at Risk was developed in the 1920s and stems from Markowitz’s Modern Portfolio Theory which
discusses the benefits of diversification. Leavens (1945) developed this theory into a quantitative model
which led to the initial VaR. Leavens attempted to portray the financial impact of ten bonds assumed,
at the end of the horizon, to be valued at either USD $1,000 or worthless. The portfolio value assumed
a binomial distribution.

In 1952, Markowitz and Roy independently published VaR measures that were shockingly similar. Both
studies independently suggested selecting a sample of investments and the concept of optimizing
risk to return, hence incorporating the covariance between risk factors, hedging and diversification
benefits. However, one limitation of this VaR model was the lack of processing power, hence the model
remained principally theoretical. William Sharpe detailed this VaR measure in his Ph.D. thesis (1963),
which motivated the development of the Capital Asset Pricing Model (Holton, 2002).
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The 1970s and 1980s had a dramatic impact on VaR since it moved from theoretical to practical. With
the collapse of the Bretton Woods agreement in 1971, and exchange rates beginning to float (creating
the largest forward market in the world), Lietaer (1971) detailed a practical model for VaR to measure
foreign exchange risk. Since World War Il most currencies devalued, hence corporations maintained
constant hedges to tackle the risk. In his research Lietaer detailed the procedure of optimizing those
hedges by incorporating the VaR measure. This was the first development of the Monte Carlo method
employed by VaR.

During the late 1980s JP Morgan developed a firm-wide VaR. This modeled several hundred risk factors
alongside a covariance matrix which was based on historical data. This was aggregated to calculate
the overall portfolio value and standa